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1. INTRODUCTION

There is a general agreement that programming languagesiderarea computing and
mobile-code environments should be designed accordingpmoariate principles, among
which distribution, location awareness, and security heerhost fundamental.

Cardelli and Gordon's Mobile Ambients (MA) [Cardelli and @on 1998] are one of
the rst, and currently one of the most successful impleragans of these principles into
a formal calculus. Their design is centered around fourdasetions: location, mobil-
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ity, communication by shared location, and authorizatmmbve based on acquisition of
names and capabilities. The ability or inability to crossibdaries, which is conferred by
the capabilities and , is at the core of the security model underlying MA. Pernaiesi
to cross ambient boundaries is given by making the nameadolaito the clients requesting
access. Names are thus viewed as passwords, or cryptokiega:emnbedded in a capabil-
ity, an ambient name provides the pass that enables thesdioges else the cryptokey that
discloses the contents of that ambient.

While MA's model of security is suggestive, and powerful f@r simplicity, it does not
appear to be fully adequate for modeling realistic acceatrabpolicies. Security in MA
entirely depends on the ability by the naming-based authtion mechanism to Iter out
unwanted clients: an authorization breach could grantaimals agents full access to all
the resources located inside the ambient boundary.

An assessment of security and access control in ambieretdmadculi is the main moti-
vation for the present paper. The focus of our analysis immandatoryi.e., system-wide)
access contropolicies (MAC) within a multilevel security system. In paxilar, the em-
phasis is on the speci c aspects of MAC policies related to dentiality, and their dif-
ferent implementations asilitary security (no read-up, no write-down) asdmmercial
security (no read-up, no write-up). For other calculi of rifibpin the literature, notably
for Dp [Riely and Hennessy 1998] and KLAIM [De Nicola et al. 1998j,ia-depth study
of these aspects has already been conducted [Hennessyan@®02b; 2002a; De Nicola
et al. 2000; De Nicola et al. 2000]. Instead, to our knowledgeattempt in this direction
has been made for MA-based calculi.

Our analysis, detailed in the rst part of the paper, points$ the shortcomings of MA
as a formal basis for reasoning about these concepts. Irthiaatnain dif culties come far
ahead of any formal reasoning, because the very meaningsaf bations such as “read
access” and “write access” by subjects to objects is dit tmgrasp and characterize when
looked at from within MA.

To overcomethese dif culties, we introduce a variant of Metmbients, name8oxed
AmbientgBA). Boxed Ambients inherit from MA the primitives and  for mobility,
but not , and introduce direct primitives for communication acrasshient bound-
aries, between parent and child. This new form of commuitinats the design principles
of MA, and complements the existing constructs for ambiestyitity, and local exchanges,
with ner-grained, and more effective, mechanisms for aemtbiinteraction. The resulting
calculus retains the computational avor of MA and the elegof its formal presentation.
On the other hand, the new communication model preservesxitglity of typed com-
munications from MA, while providing more effective meams feasoning about access
control policies.

We study two versions of the calculus, based on synchronmliasynchronous commu-
nication, respectively. Interestingly, the new model ofrenunication sheds new insight
into the relationship between the two forms of interactidn.particular, we show that
classical encodings of the asynchronous model in termseokyimchronous one do not
carry over to calculi that combine non-local exchanges aywhohic system recon gu-
ration based on mobility. We complement the de nition of #edculus with a study of
different type systems. A rst type system provides staddsafety guarantees for com-
munication. A second type system enhances the typing oflityoahd develops a new
typing technique, based on different typing “modes” forgasses, in which processes and
their continuations may have different types while stilegerving subject reduction. A
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last type system combines the new technique with a richesa#types to provide for the
static detection of violations of MAC policies in a multikhsecurity environments. All the
type systems, in particular the access control type systerdesigned, and proved sound,
for both the synchronous and the asynchronous versionsafdltulus. Remarkably, the
moded typing system is initially motivated by the synchromeemantics but then proves
equally effective for the asynchronous calculus that wentadly adopt in our discussion
of access control.

Plan. Section 2 presents our analysis of security and accessotamiMA. Section 3
introduces the calculus of Boxed Ambients. Section 4 deéaitodings of additional prim-
itives for communications on named channels (BA relies amngmous channels). Sec-
tion 5 introduces the basic type system for the calculus.ti@eé compares the typing
systems of BA and MA with respect to mobility and communicati Section 7 develops
an enhanced type system based on the technique named “nypiteglt Section 8 studies
the asynchronous version of the calculus. Section 9 desedggpund typing system for
static access control, and illustrates its use with se\Bgdaprograms. Section 10 studies
a more extensive example: in particular, it shows that theese control typing system
can effectively be employed to specify (and statically ecéd diverse and powerful secu-
rity policies for a simple, but non-trivial, distributedrguage. Section 11 compares our
approach with related work, and Section 12 concludes withl remarks. Two separate
appendices collect the typing rules and the proofs of stibgeitiction and type soundness.

The paper integrates and extends the results reported igligBiu et al. 2001a] and
[Bugliesi et al. 2001b].

2. MOTIVATIONS FOR BEING BOXED

Mobile Ambients are named process of the faan® wherea is a name andP a pro-
cess. Processes can be composed in parallel, Bs @, be replicated as inP, exercise
a capability, as irM P, declare local names as ima P, or simply do nothing as i®.
Ambients may be nested to form a tree structure that can bandigally recon gured by
exercising the capabilities and . In addition, ambients and processes may com-
municate. Communication is anonymous, and happens insiteats. The con guration
x P M represents the parallel composition of two processes, titgud processM
that “drops” the messagi, and the input processc P that reads the messa@é and
continues a® x: M , that isP where every free occurrence nfhas been substituted
with M. The capability has a fundamental interplay with communicationfact,
communication results from a combination of mobility and ing control. To exem-
plify, the synchronization between the input proces® and the outputM in the system
x P b b M Q isenabled by exercising the capability b to unleash the
messageM .
While fundamental in MA to enable communication across @ambboundaries, the
capability appears to bring about serious security corgiardistributed applications.
Consider a scenario in which a procéssunning on hosh downloads an application
programQ from some other host over the network. This situation carepeasented by the
congurationa hQ h P ,whereQis included in the pilot ambierg which is routed
to h in response to the download request frBmAs a result ofa exercising the capability
h, the system evolves into the new con guratibra Q P , where the download is
completed. The application prograghmay be running and computing withay but as
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long as it is encapsulated in& there is no way thaP andQ can effectively interact. To
enable these interactionB,will need to dissolve the transport ambiemt Dissolvinga
produces the new con guratiom P Q where nowP andQ are granted free access to
each other's resources, with the obvious problem that tisene way to tell whaQQ may

do with them. An alternative solution to the above scenaitwitreata as asandboxand
take the Java approach to securiB/clones itself and enters the sandbox to interact with
Q. Again, however, the kind of interaction betwd@andQ is not fully satisfactory: either
they interact freely withira, or are isolated from each other.

Static or dynamic analysis of incoming code are often ademtas solutions to the
above problem: incoming code must be statically checkedcantied prior to being
granted access to resources and sensitive data. Variohsrautxplore this possibility,
proposing control- ow analyses [Nielson et al. 1999; N@isand Nielson 2000; Degano
et al. 2000] and type systems [Cardelli et al. 1999; Dezaai€aglini and Salvo 2000;
Bugliesi and Castagna 2001] for Mobile Ambients. The probieith these solutions is
that they may not be always feasible in practice: the souotke ©f incoming software
may be not available for analysis, or else it may be too cormfdeguarantee a rigorous
assessment of its behavior. By that, we do not intend to umigeror dismiss the role of
static analysis: instead, we take it as a motivation to seekéw design principles and
more effective uses of static analysis. One such principteMobile Ambients, which
we advocate and investigate in this paper, is that ambi¢ertsiation should be controlled
by ner-grained policies to prevent from unrestricted raste access while still providing
effective communication primitives.

To motivate the point further, we discuss a simple but cale@gample of access control
in a multilevel security system. Multilevel security preguwwses a lattice of security levels
and an assignment to every subject and object of a level ilditice. Based on these
levels, a read from an object by a subject is classi ed asal-up(respectivelyread-
down if the level of the subject is higher than the level of theaulbj and similarly for a
write operation. These notions cover aledirectaccesses resulting from the composition
of atomic operations: thus, for example, writing to (regpety, reading from) an -level
object a piece of information read (or just coming) fromtatevel (withh ) object
is considered as a write-down (respectively, readiupjelying on this classi cation, one
typically identi es two MAC security policiesmilitary security, which forbids (both direct
and indirect) read-up's and write-down's, and commerc&dwsity that forbids read-up's
and write-up's.

2.1 Resource access control in multilevel security

Suppose we have a system consisting of a set of resources r, and an agent named
athat runs prograr® and wants to access the resources available on the systaranirol
the access to the resources, one would typically refer tpfitenent of Defense 1985] and
set up a resource manager. In the Ambient Calculus the systeer consideration can be
represented as follows:

aP mrp ™ R
1Classic security handles these cases by the so-calfedperty [Bell and Padula 1976; Gollmann 1999]. As a

matter of fact, these references do not de ne precisely \ahaite-down accesss; instead, they give a de nition
of no-write down policy
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Here,mis the name of the resource manager Rislthe associated process. To access, say,
ri, the agent needs to know the nanmto be able to move inside the resource manager:

maP r; M R

Looking at this con guration, we notice that the procé&sdoes not have an active role in
the system, as the interaction betweeR andr; may only result from autonomous ac-
tions by either the agent or the resource (the same wouldikentith Levi and Sangiorgi's
Safe AmbientH_evi and Sangiorgi 2000]: only the use of a co-action couledicate the
move ofainto mto the presence of the co-capabilitymin R). The role of the ambierh
is therefore reduced to the role of its name: it is simply th&t password required for the
access. Rather, it is each of this that needs to include its own manager.

We can thus formulate the problem in simpler terms, and laoddctly at the case below:

Initial con guration: aP rR M

Ris the manager for, andM is the content: for the purpose of the example we assume
that the content is a value the agent wants to read.

Having de ned the problem, we now look at different ways ttaek it in MA and
discuss their implications in terms of the security modetsiduced above.

2.1.1 First solution: agent dissolutionA rst solution is based on the following pro-
tocol proposed by [Cardelli and Gordon 1998]. In order toemse, a rst entersr:

Enter: rR M aP

Now, the idea of the protocol is that the manaBeshould be the process! p, which
unleashes authorized clients that entered the resourbéveitpilot ambient nameg. In
other words, the protocol requires the client to know the eafithe resource, as well the
name of the “port"p used for the access. Thus, the agent would rst rename it3edfto
comply with the rules of the protocol, and then enter: if theess ta is a read, the agent
will contain a reading process. Thus, after renaming, the oen guration would be as
follows:

Renaming: r! p M p xP
Finally, the resource manager enables the read, by opgning
Read Access: t p M p xP r! p M xP

The protocol is elegant and robust: there are two passwhelagent needs to know, the
resource nameand the name of the popt There are, however, a number of unsatisfactory
aspects to it.

A rstreason for being unsatis ed with the protocolis thats hardly realistic to assume
that agents willing to read a value should be prepared to $ésobtlied. A second problem
is that openingp P may be upsetting to the resource manager, or else to theroesou
itself, because there is no telling wHatmight do once unleashed. For what we know, the
contents ofp could very well be the proces¢ P, with N a path of or capabilities.
Unleashing this process insideould thus result im being carried away to possibly hostile
locations, or otherwise being made unavailable to forthiogrolients.

Further problems arise when we try to classify the protocobading to the MAC secu-
rity principles. As we noted, the action in the protocol teaéntually enables the read is
taken by the resource manager, which opens the incoming.algpeother words, it is the
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last step of the protocol that effectively determines theeas to the resource, and since the
process enclosed ipis an input process, it is classi ed as a read access phazhtained
an output, this would have been a write access). In muliileseurity, it would then be
possible to further classify the access according to therggdevels associated withand
p, and use that de nition to enforce either the military or t@nmercial security policy.

However, while this form of classi cation ts the protocait, becomes rather arti cial
when applied to the primitives of the calculus. Indeed, sgyhat p pP isaread
(or write) by P is rather counter-intuitive, g8 P undergoes the action rather than actively
participating into it. The problem is that the protocol igiezly dependent on the effects of

, but when exercised to enable a read/write request, exchanges the roles of the

two participants in the request, as it is the subject, ratiwen the object, that is accessed
(in fact, opened). As a result, the notion of read/write asdeecomes rather arti cial.

2.1.2 Second solution: resource dissolutiorn alternative solution can be obtained
by a change of perspective. One could devise a differenbpabtwhere the active role
of the subject is rendered by a combination of open and ioptplt. Thus, for instance,
the process r x P could be interpreted, in the protocol, as a read request drnis
might work reasonably for read requests, even though thepratation is still weak, as
the access has also the side-effect of dissolving the resolitven weaker would be the
interpretation of r M as awrite: after dissolvingthe output M really has nothing
to do with a write orr.

2.1.3 Third solution: agents and messengersa avoid indiscriminate dissolution
upon read and write, Cardelli and Gordon [Cardelli and Garii®98] suggest a different
approach, based on a protocol in which agents use specia¢atalacting as messengers
to communicate. The idea is to envisage two classes of mgssen

- output messengeno N M , whereN is a path to the location where the messafje
can be delivered

- inputmessengers N x o N 1 x , whereN is the path to the location where a value
can be read. Once read, the messenger goes back to its blogiagon (we informally
useN ! to denote the inverse path bf) where it delivers the value just read.

Thus, a read onwould be encoded by a protocol based on the following inttéad gura-
tion:

a o xP i a r xo r ax r! i M

The protocol still requires cooperation by the resourceagan, which is expected to open
the input messenger. Also, looking at the primitive redortsi, it would still be counter-
intuitive to say that i i P isareadaccess: the classi cation would be more realistic,
were it possible to identify as input-messenger within Unfortunately, there is no syn-
tactic way to tell messengers from ambients playing the @blpure” agents, nor is there
any syntactic way to detect “illegal” attempts to dissolpeife” agents. De ning a notion
of access, and attempting a syntactic classi cation wolédéfore still be problematic, if
at all possible.

Types could be appealed to for more satisfactory solutione €ould devise a typed
partition of ambients into agents (i.e. ambients that cabeadissolved) and messengers
(as above). Based on the typed classi cation and on an assighof security levels,
it would then be possible to classify access requests aceptd MAC policies. There
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would be only one remaining problem, which can be observeedaynining the protocol
structure and evolution. From the initial con guration:

a oxP iN xoN1 x r i M

via a sequence of reductions the input messenger reachiesitaation, it is opened there,
and consumeMl!. At this stage, the structure of the system is:

a oxP r! i oN1 M

This is the encoding of a write hiyto a. In other words, a read byincludes a write by':

if the former is, say, a read-up, then the latter is a writeadoln other words, the protocol
has somehow the effect of merging read-up's and write-dsyarid dually, write-up's and
read-down's. Therefore, military security could still becaunted for with this approach,
while commercial security could not.

2.2 Summary and Assessment

The survey of solutions we have given might still be incortgleven though we do not
see any fundamentally different approach to attack thelprbAs to the approaches we
have presented, none of them is entirely satisfactory. Safrtteem appear arti cial, since
essential intuition is lost in the encoding of the proto&®P(1.1,§ 2.1.2). In others, the
intuition is partially recovered but only at the expensesailing to provide full account
for both military and commercial security (§ 2.1.3).

Summarizing, we may certainly say that the Ambient Calceheblesaccess control, in
that it provides constructs for encoding access proto@dpending on the protocol, types
may help de ne and check the desired security policies. @nather hand, the calculus
does not in itself suppothese mechanisms and policies, as it does not provideihdfat-
cilities to make it convenient or natural to reason aboutthAs we showed, the reasoning
is possible at the level of accgsmtocols but when we look at the accegsmitivesthere
appears to be no general principle to which one can steagpga. We are thus in need
for different, ner-grained, constructs for ambient indetion and communication. The
new constructs should be designed carefully, so as to cangriethe existing restrictions
on ambient mobility based on authorization, without bregkihem. In other words, the
access to remote resources should still require mobilégcle authorization: local access,
instead, could be made primitive.

To see how that can be accomplished, let us consider oncethepegotocol of § 2.1.3,
based on messengers. We can re-state it equivalently as/foll

a ri axo a X 0 X rP r! i M

In other words, it is now the agent that is responsible forrtteeves needed to reach the
resource, while the messenger just makes thand moves needed for the access.
After the move ofa into r, and ofi out of a, the structure of the system (disregarding
and replication) is the followingr i M i xQ . Thisis where the read takes
place. Now, instead of coding it, via , we can make it primitive, and do without
open. If we denote withx input from the enclosing ambient, the read access is simply:
r M i x Q .Butthen,thewhole protocolcanbesimplied: r x P r M

The choice of the communication primitives of Boxed Ambgemtescribed next, are based
on these observations.
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3. BOXED AMBIENTS

Boxed Ambients are essentially Mobile Ambients that cafmeobpened. Processes in the
new calculus communicate, as in the Ambient Calculus, omamous channels inside
ambients. In addition, to compensate for the absence of, processes are equipped with
primitives for communication across ambient boundarietwieen parent and children.
Syntactically, this is achieved by means of tags specifttiedocation, i.e., the ambient,
where the communication takes place.

3.1 Syntax

Table | Boxed Ambients

Expressions Processes
M : a g names P: O stop
X z variables M P action
M enterM nn P restriction
M exitM PP composition
M M path M P ambient
P replication
Locations X1 X "P inputk O
h = M child M1 My hp Output,k 0
parent
local

The untyped syntax of the polyadic calculus is summarizethinle 1. It includes two
syntactic categoriegxpressionandprocessesExpressions, ranged over b N, include
namesvariablesandcapabilities We presuppose two mutually disjoint sets for variables
and names. Variables are ranged over by letters toward thi@fkiine alphabet, typically
X'y z, while the remaining lettera g are reserved for names. The capabilitieand
enable movement and can be composed into non-epgths

Processes, ranged overBYQ R S, are built from the constructors ofactivity, parallel
composition replication andrestriction inherited from thep-calculus, and from four ad-
ditional operatorspre x M P, anonymous (polyadidpput X "P andoutput M "P and
ambient MP . The notatiorM indicates a tuple of messagiéls My, and similarlyx”
is short forxg Xk. Whenk 0 the input/output pre xes allow synchronization without
exchange of values. The superscripienoting local communication, is omitted. Simi-
larly, we often omit trailing and isolated occurrencegpfvriting M instead ofM 0, and
n instead ofn 0 . The input operator% "P is a binder for thevariablesX, whereas
the restriction operatomn P binds thename n in both cases the scope of the binder is
P. As it is customary, terms that aeeconvertible are considered identical. The notions
of free namesndfree variablesof a process, notefth P andfv P respectively, arise as
expected (see Table I1), and so does the de nitiogayiture freesubstitutionP X: M ,
that is de ned only ifXandM are of the same arity. A processdmsedif it contains no
free variables.
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Table Il Free names and free variables

Free Names Free Variables

fn fn 0 fv fv )]

fnn n fvn 0

fnx © fv x X

fn M fn M fnM fv M fv M fvM
fnMM fnM fnM fv MM fvM fvM

fn0 0 fvo 0

fnMP fnMP fnM fnP fvMP fvMP fvM fvP
fnnnP fP n fv. mP fvP

inPL P imPL NP fvPL P fvPr fvP,
fnlP P fviPp fvP

fn Xx"P P fnh fv xP fvP fvh X
fn M"P P faM fnh fv M"P fvP fvM fvh

3.2 Operational Semantics

The operational semantics of the calculus is de ned, asotoaty, in terms of structural
congruence and reduction relation. Both these relatiomsammarized in Table Ill. Struc-
tural congruence is the least congruence relation that satihe (Struct)laws in Table I11.
The rst group of laws are the familiar monoidal laws for and0. The second group of
laws is inherited from the Ambient Calculus.

The remaining laws in Table Ill de ne the reduction relatjamhich applies to closed
processes. Ambient mobility is governed by the ruleser)and (exit), inherited from
Mobile Ambients. The rule fo@local), and the structural rulgstruct)and(context)also are
de ned as in MA. The remaining four rules de ne the reductifon parent-child exchange.

The choice of the reductions for parent-child exchangestla@resulting model of com-
munication is inspired to Castagna and Vite8sal CalculugVitek and Castagna 1999],
from which Boxed Ambients also inherit the two principledatality andmediation Lo-
cality means that communication resourceslacal to ambients, and message exchanges
result from explicit read and write requests on those resgurin particular, the input pre-

x X "can be seen as a request to read from the anonymous charatetatto the child

n. In fact, given the anonymous nature of channets] can equivalently be seen as an
access to the ambient Dually, M can be interpreted as write request to the parent am-
bient (equivalently, its local channel). Mediation imglitnat remote communication, e.g.
between sibling ambients, is not possible: it either respmobility, or intervention by the
ambients' parent. The implementation of these two priresglased on the the term-level
constructs we have introduced for parent-child commuidodias a number of interesting
consequences, that we discuss next.

3.2.1 Communication and access controRarent-child communication yields exible
support for programming access control policies. If we tdieaccess control problem of
Section 2.1 we now have a fairly elegant solution, in whichals® recover a role for the
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Table Il Structural Equivalence and Reduction

Structural Congruence
(StructMonoid) P Q Q P P QR PQ R PO P

(Struct Res Dead) nn O 0

(Struct Res Res) nn nmP nm nn P m n
(Struct Path Assoc) MM P M M P

(Struct Res Par) nn P Q P nnQ n fnP
(Struct Repl) P P P

(Struct Res Amb) nnmP m nn P n m
Mobility

(enter) a bP Q bR baP Q R

(exit) ab aP Q R bP Q aR

Communication

(local) £P MQ PX: M Q

(input n) £"P n MQ R PX: M nQ R
(input ) n P Q MR nP%: M Q R
(output n) n P Q MR nPfx: M Q R
(output ) £P nM QR PX: M nQ R
Structural Rules

(struct) P Q RR S P S

(context) P Q EP EQ
Evaluation Context E :: nmE P E nE

resource managen. Consider again the con guration
maP R M

where now all ambients are boxed aathas entered the resource manager. The process
R may act as a mediator betwearnd the resources. For instan&egould be de ned as

the parallel compositioR; R, where eaclR; is the process X x ', fori 1 n,

each waiting for upward output fromand forwarding it to théth resource. Some of the
Ri's could be less generous with the agent, and ignore upward finoma to request read
access om instead: !x 2 x ", Should any of the;'s be made non-accessible, one would
simply de neR; 0. Of course, different de nitions oR are possible. For instance, one
could de neRas the processk r x ", that waits for upward requests froarto write on

one of therj's, and forwards this request to the corresponding resource
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3.2.2 Communication and typing.The model of communication also eases the design

of type systems providing precise accounts of ambient biehaks we show in Section 5,
a rather simple structure of types suf ces for that purposenbient and process types
are de ned as two-place constructors describing the typéiseoexchanges that may take
place locally, and with the enclosing context. Interedtinipis simple type structure is all
that is needed to gain full control of ambient interactiohislis a consequence df there
being no way for ambients to communicate directly acrossentlban one boundary, and

i communication being the only means for ambient to interaotexemplify, consider
the following con guration:

xPP p M xQqgN

The top-level makes a downward request to readocal valueM, while ambiengy makes
an upward request to write the valdeto its parent. The downward inpuk PP may
only synchronize with the outpuM local to p. Instead, x Q may nondeterministically
synchronize with either output. Of course, type safety negthatM andN be of the same
type. Interestingly, however, exchanges of different §/pey take place within the same
ambient (or at top-level) without type confusion, as witttie following ambient:

n xPP x%Q p M gN

The two valued/ andN are local top andg, and may very well have different types: there
is no risk of type confusion, ax PP reads fromp, while x 9Q reads fromg. Types may
also be employed to complement the term-level support foescontrol. By embedding
security levels in types, a type system may be de ned to eeftMAC security policies in
rather natural way (cf. Section 9).

3.2.2.1 Communication, distribution and location awarenesBhe new constructs for
communication t well the principles of distribution anddation awareness distinctive
of Mobile Ambients, according to which remote communicatahould require mobility
(and ambient opening), and mobility, in turn, should reg@iuthorization (i.e. possession
of capabilities). Our semantics adds to this a new postilafiexchanging values, across
ambient boundaries. Remarkably, however, the new form ofmanication takes place
across just one one boundary, separating parent and cHiitk @ommunication between
siblings still requires mobility, as in MA.

From a design perspective, our model of communication re thee notion of locality
from MA into that of proximity, and allows synchronization between processes that are
contiguousi.e., either local or separated by one boundary. In alleety this kind of
synchronization is required for mobility as well, and netmbe assumed either implicitly,
asin MA, or explicitly as in the variants of MA in which moliiis subject to the presence
of co-capabilities [Levi and Sangiorgi 2000; Merro and Hessy 2002; Bugliesi et al.
2002].

In addition, the constructs for communication lend themselto be formulated in a
truly asynchronous setting, in which sending output to datker enclosing ambient does
not require synchronization. As of now, asynchronous ougaun either be considered
as the special case of synchronous output with null contiomaor else be accounted
for by introducing the following rule of structural equieadce inspired by [Boudol 1992]:

M P MM P. These interpretations are equivalent, and both type sowitd the
system of “simple” types of Section 5. Instead, the (typegliealence is lost with the
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system of “moded types” we introduce in § 7, and neither prietation is satisfactory: the
former is too restrictive, the latter is unsound. Fortuhateowever, we will be able to nd
a formulation of reduction that reconciles asynchrony witbded typing in a sound and
exible type system. We leave a thorough discussion on tbigsfto Section 8.

4. COMMUNICATION CHANNELS

Value exchange between BA processes can also take placemumhannels: we illustrate
several ways for encoding channels within the core calculosreason on the properties
of these encodings we introduce the following de nition difservational congruence for
BA, that we directly inherit from MA [Cardelli and Gordon 194]. Given a proceds, we
write P if P has a top-level occurrence of an ambient name#ith n not restricted irP.
Formally,P niff P nm P nP withn m Then we say tha® exhibits the name
n, written P ,, iff there exists a proce<3 such that QandQ ., where is the
re exive and transitive closure of . Finally, two processeB andQ are observationally
congruent, writtel?  Q,ifC P ,iff C Q forall contextsCwithC P andC Q
closed.

Based on this de nition, we can re-establish some usefuenladional equivalences.
In particular, the equivalencé! 'P IP, from thep-calculus, and th@erfect rewall
equation from MA:nnn P Oforn fn P . Both will be useful in the remainder of
this section.

4.1 p-calculus channels

We start with the asynchronoyscalculus, and then adapt our technique to handle the
synchronous case. The idea is straightforward, and bastriited with an example: two
p-processes communicating over a charmak inc n ¢ x P, may be represented in BA
as follows:c n x °P. In other words, an output anin p is represented by an ambient
namedc (a buffer) holding the message which is output on the chakeinput onc, in
turn, translates directly into the corresponding inputyd BA. One problem with this
simple idea is that the buffer does not go away when its valgemsumed: in the example
above we have n X °P ¢ P x: n,whichisunfortunate, because 0.

The problem can be solved by having the buffer “hide itselfite the value it holds has

been consumednpp a M p . Now, lettinga M npp aM p,we
de ne a compositional encoding of the (polyadic) asyncluasp calculus as follows:
na P na P P 1P ab ab
P Q P Q 0 O axpP X
These de nitions extend readily to the case of the synchugipecalculus by resorting to
the standard technique of representing synchronous olypuieans of a pair of messages

(send and acknowledge). Lettingn P andnm P denotep-calculussynchronouput and
output on channeti, we de ne:

abP nra br r P r fnP
axQ Xy& ¥ Q y vQ

and then extend the translation compositionally to the ieimg constructs. For both these
encodings one can prove thaBf  Q, in thep calculus, then P Q inBA.
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A simpler, and more robust, translation can be obtained reling BA with movement
co-capabilities a la Safe Ambients [Levi and Sangiorgi @D(As for Safe Ambients, the
addition of co-capabilities strengthens the algebraioth®f the calculus, and yields a
richer set of congruence laws. In particular, one has 0 for all n, as there is no way
that a context may test the presencenof (by a move or by an exchange). One can then
rely on the simple translation

ab ab axP g2 P

and extend it compositionally. The resulting translatismperationally sound in the
following sense:P Qin p implies P Q , and vice versa, P Q,
implies thatP P in pwith Q P

4.2 Channels as persistent resources

A different way to represent channels is to interpret thenpasistent resources. This
interpretation is particularly meaningful Ambient-baseadculi, in which ambients may
be thought of as network nodes that provide a set of xed pfitghe interaction with
other nodes (cf. Section 10). This idea has a direct impléatiom in BA. The ambient
c! x x represents a buffer with an unbounded number of positidresbtffer simply
waits for local input and, once received, releases locgbwut Input and output on the
buffer may then be implemented directly by the primitivesdownward communication
b¢and x ©. Ifwedenechannel ¢ ¢! x x .thenwe have, as expected:

channel ¢ b°® x°P channel ¢ P x: b

One may use this idea to represent persistent channels ip tiadculus. To de ne the
encoding compositionally, we associate a chaspalwnerwith each input and/or output
on the corresponding name.

ab channel* a b?& aXP channer a X2 P

wherechannel* ¢ Ichannel ¢ . The presence of multiple copies of spawners and
channels is harmless, as one higannel* c¢ channel* c¢  channel* ¢, while mul-
tiple copies of the channel may be garbaged collected bygtsiral congruence:

channel* c¢ channel c¢  channel* c

It is also worth pointing out that an implementation of chelsnas replicated ambients
would not work in MA, because inputs and outputs could getitoglistinct copies of the
channel ambient. Since our representation does not remuitslity into the channel, this
problem goes away in our case.

4.3 Parent-child channeled communication a la Seal Calculus

Both the techniques we have illustrated can be extendetbto ehlue exchanges between
processes located in Boxed Ambients at different nestivgjde The extension yields a set
of communication protocols that are similar to those givempamitive in the Seal Calcu-
lus [Vitek and Castagna 1999]. In the Seal Calculus, one xgress output pre xes of the
formc" M requesting a write on the chanraiesiding in ambient (or seaf). Dually, the
input pre x ¢ X denotes a read request on the chammeisiding in the parent ambient.
Upward output and downward input on local channels may beessed in similar ways.
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All these communication protocols can be expressed in the calculus of Boxed Ambi-
ents: we focus on asynchronous communication, and detadakes of downward output
and upward input.

The intended reduction of a downward output is as follows:
"M ncxP Q nNPx: M Q

The channet is local ton, and the outer process writes onThere are several ways that
the reduction can be captured with the existing construstschoose a de nition that make
the physical localization af explicit. The channet is represented as tlthannel ¢ , the
input pre x ¢ X as aread ox;

cxXxP channer ¢ x°P

Now, however, an output oa cannot be represented directly as we did above foipthe
calculus channel, becausés located intan. To capture the desired behavior we can rely
on mobility:

"M npp n c¢cM

The outpuiM is encapsulated into a “pilot” ambiept which enters and therc to deliver
the message (the name of the pilot ambipmhust be fresh). Then, the Seal Calculus
process" M ncx P Q isencoded as follows:

npp n cM nchanne* ¢ Xx°P Q
nchanne* ¢ c!x x npp0 Px: M Q
nchanne* ¢ Px: M Q
Remote inputs are slightly more complex, since the pilot i@mtbmust fetch the output

and bring it back. The intended reductiortci nc xP Q nPx: M Q,
where the input from withim is de ned as follows:

c xP npp n ¢ x C nx x PP

Note that the de nition depends on the namef the enclosing ambient: in a formal
de nition, one needs to keep track of this information, andead the encoding of the
asynchronoup calculus with the following clauses:

c™b | npp m cb

c b q np p n cb

cC"xP , npp m c X c m X xP P,
c xXP np p n c X C nx xP P,
aP | a P,

5. TYPED BOXED AMBIENTS

As we stated at the outset, one of the goals in the design oédaxnbients is to enable
simple and effective static analyses of ambient and prdeeisavior, while preserving the
expressive power of the calculus. The de nition of the tygstsm, given in this section,
proves that the design satis es these requirements. Ambighprocess types are de ned
simply as two-place constructors describing the types@gttthanges that may take place
locally and with the enclosing context.
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5.1 Types and Typed Syntax

The typed syntax is derived directly from the untyped vergibthe calculus by associating

types with names and variables introduced by restrictiosiaput pre xes. Accordingly,

we henceforth denote restricted processesrny A P and input processes by: W P,

whereA is an ambient type and is a (tuple) expression type to be de ned next. The

relations of structural congruence and reduction exteridédyped syntax as expected.
The structure of types is de ned by the following producton

Expression Types W :: EF ambient
E capability
Exchange Types FE :: no exchange
Wy W tuple,k 0O
Process Types T :: EF composite exchange

The structure of types is super cially similar to that of cpamion type systems for the
Ambient Calculus [Cardelli and Gordon 1999b; Cardelli et2399]. In [Cardelli and
Gordon 1999b] (and the core system of [Cardelli et al. 1998Mbients and processes
have types of the form E and E, respectively, wher& denotes the type of local
exchanges, and the typing rules ensure that processesywéhg may only be enclosed

in ambients of type E . Capabilities, in turn, have types of the form E , and the
type system guarantees that exercising a capability withtyipe will only unleash (i.e.
open ambient enclosing) processes viitexchanges. Instead, our types are interpreted as
follows:

- E F : ambients that enclose processes of typeE F ,
- E : capabilities exercised within ambients wEhupward exchanges,
- E F : processes with local and upward exchanges of tfpasdF, respectively.

Notice that capability types disregard the local exchamgéle ambients where they are
exercised: this is possible because exercising a capatilihin an ambient may only
cause that ambient to move, and the safety of ambient mphility be established regard-
less of the ambient's local exchanges. As for process typeggive the intuitions about
composite exchange with few examples:

- XXW x : w . W is exchanged (read and written) locally, and there is no
upward exchange.
- xxW x": W . W is exchanged (i.e. read from) upward, and then written to

ambientn. There is no local exchange, hence the typeas the rst component of the
process type. For the typing to be derivable, one needs W E for some exchange
typeE.

- xxW y:W x" y : W W . W is exchanged (read from) upward, and then
forwarded to ambiem, whileW is exchanged (read and written) locally. Again, for the
typing to be derivable, one needs W E for some exchange tyfe.

- XW x W W . W is read locally, and written upward.

These simple examples give a avor of the exibility of the rmonunication primitives:
like mobile ambients, boxed ambients are “places of comiens”, but unlike ambients
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they allow more than just one “topic” of conversation. Speally, every ambient may
exchange values of different types with any of its childras,long as the exchange is
directed from the ambient to the children. Instead, upwamshmunication is subject to
more constraints: all the children must agree on the (upitype of exchange they may
direct to their parent.

5.2 Typing Rules

The judgments of the type system have two forr@s: M : W, read ‘expression M has
type W undelG’, and G P : T, read ‘process P has type T und&’, whereGis a
type environment mapping names and variables into typeaddiition, we introduce the
following de nition of subtyping.

DEFINITION SUBTYPING. Exchange subtyping, noted, is the smallest preorder re-
lation over exchange types suchthat E for every exchange type E. Process subtyping
is the smallest preorder relation over process types such that E F E F if
andonlyifE E.

The intuition for subtyping is simple: a silent exchange ehmays be subsumed by a
non-silent exchange. However, to ensure type soundnessutbtyping relations must
be de ned and used with care in the typing rules. Remarkahky,de nition disallows
seemingly harmless forms of depthsubtyping over capability types, such as

E , and further relations over process types, like E E F . In addition,
the typing rules will allow uses of subsumption only in camjtion with process subtyping,
notwith exchange subtyping. To motivate these restrictiores,nat need to introduce the
typing rules. Below, we discuss the most interesting ones.

5.2.1 Typing of ExpressionsRules (N) and (QuT), below, de ne the constraints for
ambient mobility to be safe, and explain why capability ty@&e built around a single
component.

(IN) (OuT)
G M: FE F F G M: EF F F
G M : F G M: F
The intuition is as follows: take a capability, sayn, and suppose that this capability is
exercised within ambient, say,. If mhas upward exchanges of typeg then n: F .
Now, if n: F E , in order for the move ofm into n to be safe, one must ensure that

the typeF of the local exchanges aofbe equal to the typE of the upward exchanges of
m. In fact, the typing can be slightly more exible, forif has no upward exchange, then
F F, andm may safely move intm. Dual reasoning applies to the (@) rule:
the upward exchanges of the exiting ambient must have tyygempatible with the type
of the upward exchanges of the ambient being exited. TReqPrule has the same format
as the corresponding rule in type systems for Mobile Amisigmhmely:

(PATH)
G M;: F G My F

G M1 My: F
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5.2.2 Typing of Processes

(DEAD) (NEW) (PARALLEL)
Gn:W P:EF G P: EF G Q: EF
G O0:EF G mmiWP:EF G P Q: EF
(SuBsum ProC) (REPLICATION)
G P:T T T G P: EF
G P:T G !P: EF
(PREFIX) (AmB)
G M: F G P: EF G M: EF G P: EF
G MP: EF G MP : FG

(DEAD), (NEW), (PARALLEL), (REPLICATION) and the subsumption rule are standard. In
the (REFIX) rule, the typing of the capabilityl ensures, via the (), (OuT), and (RTH)
rules introduced earlier, that each of the ambients beagtsed as a result of exercisikig
have local exchanges of type compatible with the upwardaxgas of the current ambient
(that is, the one moved byl). The rule (AvB) establishes the conditions that must be
satis ed for P to be safely enclosed iW: speci cally, the exchanges ¢ must have the
same type& andF as the exchanges declared fér In fact,P could be locally silent, and

the typing ofM P be derivable fronG P F by subsumption. In addition, if
G M: E ,andG P: E ,thenby (AvB)G M P : G, and
then by subsumptio® M P : F G, for anyF andG.

(INPUT ) (OuTPUT )

GXW P: WE G M:W G P: WE

G XWP: WE G MP: WE

(INPUT M) (OUTPUTM)

G M: WE GXW P:T G N: WE G M:W G P:T

G SWMp:T G MNP:T

(INPUT ) (OuTPUT )

GXW P: EW G M:W G P: EW

G W P: EW G M P: EW

The rules for input/output are not surprising. We use thetimtG M :W for G My :
Wy G Mg : W In all cases, the rules require that the type of the exchiingkies
comply with the local exchange type of the target ambientexgsected. Interestingly,
the rules for downward input/output,NPUT M) and (QUTPUT M), do not impose any
constraint on the types of the local and upward exchanges.

As we noted earlier, it would be tempting to extend the suibtypelations, and their use
in the type system in several ways. Unfortunately, suchresitms are unsound. We rst
show that subtyping between upward silent and upward nenigprocesses is unsound
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when combined with the typing of parallel composition. Totivete, consider allowing
therelation E E F,forF . Then take the ambieat b0 M P
with, M : W for some typ&V, and note that b Ocan be typed as regardless of
the type oh. By the additional subtyping rule, we could then type theaflarcomposition
as W . However, ifb: W F forsomeW W, the ambient could move
into b and have unsound upward exchanges after the move. By digahlbtyping on the
upward component of process types, instead,b0 M P does nottype check as the
types that can be deduced for the process 0 may only be of the form E W or

E for some exchangE. The same example shows that subtyping for capability
types is unsound. To see the problem, note that by allowing W, one
derives b: ,hence b: W by subsumption, with the same problem we

just explained. Finally, any form of non-trivial subtypiagbient types is clearly unsound,
as ambients are read/write resources, and consequentijyhes must be invariantin the
component exchange types.

The type system rules ensures that all process exchangiete and across ambient bound-
aries, are type correct. This follows directly from the sdtjreduction property stated
below.

THEOREM SUBJECTREDUCTION. If G P:T andP Q,thenG Q:T.

PROOF A corollary of Theorem 7.2.

6. TYPED MOBILITY AND EXCHANGES — MOBILE VERSUS BOXED AMBIENTS

Having de ned the type system, we now look at the impact ofirtgpon mobility and
communication, and contrast it with mobility and commutimain Mobile Ambients.

We already remarked that mobility is orthogonal to the I@alhanges within ambients.
Thus, the types of the local exchanges of an ambient do rexttafie ambient's capability
to move. On the other hand, the presence of upward exchamngssemhforce somewhat
severe constraints over ambient mobility. Speci cally,l@ents with upward exchanges of
typeW may only traverse ambients whose local exchanges havéitype

However, when we compare the exibility of mobility and commication in Boxed
Ambients versus the corresponding constructs provided blid Ambients, we nd that
the two calculi are essentially equivalent. We study thiatienship in the rest of this sec-
tion. We start by sketching a translation of BA into MA. Thést&nce of such a translation
should not come as a surprise: by allowing ambient dissmuthe open capability is, at
least in principle, powerful enough to code communicatioroas boundaries (indeed, in
Section 2 we argued that this ability to dissolve boundaseso powerful and hard to
control, and we have introduced communication across bagslto dispense with it).
However, when we look at the translation more closely, we endumber of subtle prob-
lems, for which we were able to nd only partial solutions. A shall see, a more
satisfactory encoding can be found for the asynchronousaenf BA (cf. Section 8).

6.1 From boxed to mobile ambients

The idea of the translation draws on Gonthier's coaleshimpding of thgy-calculus from
[Cardelliand Gordon 1999b]. We represent each boxed arhbi¢ma corresponding MA
ambient, and provide the latter with a local buffem P n ! P
where P isthe translation oP. The buffer opens a packet which is intended to carry
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input or output inside the buffer itself. The namesand are “well-known”, i.e. they are
global reserved names which are used unifoffy all ambients (and the top level). This
yields a translation in which the buffer is used to implement all the local and non-local
exchanges involving in the source term. Speci cally, a local input operationhiit an
ambientn generates an input packet that enters the buffer assoeidgited, reads an input
after having been opened, then creates a return packedxitsathes buffer and continues
with the rest of the process:

XP n nk x k P k

The behavior of an output operation is captured in the same Whe idea carries over
directly to the case of downward exchanges. It only requarego-step move for the pack-
ets: rstinto the ambient, then into associated buffer. Thse of upward communication
is similar. In this case, however, we need to know the namithe enclosing ambient.

Xx P n nk n x k n P, k

x™P , nk m x k m P, k

A problem with this encoding is that the translation allowsehronizations that are not
possible in the source term: speci cally, the translatidn ®™ nn g Q hasa
reductionto the translation® x: g nnQ

We have notbeen able to nd encodings that solve this probieifact, for this and other
encodings we have investigated, the inherent non-deté&miaf the reductions for value
exchanged, combined with a synchronous semantics, appeagtire a choice operator
to be modeled in a satisfactory way in MA. Of course we do notuee that a satisfactory
encoding for the synchronous calculus can be found. On ther diand, the problems we
outlined do suggest that the new form of communication ismatationally interesting in
itself, irrespective of its import on security.

6.2 From mobile to boxed ambients

Because of the presence of in MA, a translation of Mobile Ambients in our calculus
appears problematic, if at all possible. Nevertheless, \ag still argue that typed com-
munication and mobility in MA are captured with essentially loss of expressive power
in BA. To see that, it is instructive to note that the type egstof Section 5 section can
be specialized to only allow upward-silent ambient typeshef form E , thus
effectively inhibiting all forms of upward exchanges (ttigdlows from the format of the
(AMB) rule). The specialized type system provides full exibjlfor mobility, while still
allowing exible forms of communication. In particular:

— Mobility for Boxed Ambientsis as exibleas  -mobility for typed Mobile Ambients.
This follows by the format of the {) and (QuT) rules. Capabilities exercised within
upward silent ambients have type , and F for everyF: consequently,
upward silent ambients have full freedom of moving acrosbiant boundaries. Fur-
thermore, since Boxed Ambients may not be opened, they mag megardless of the
local exchanges of the ambients they traverse. As a consegueith the specialized

2This uniform use of the same name is problematic in extentlisgranslation to the typed cases. The problem
is easily solved, however, by choosing names indexed byytiestof their local exchanges (cf. Section 8.1).
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type system, an ambient can move independently of its type péthe type of its (in-
termediate and nal) destinations.

— Communication is as exible as in the Ambient Calculus, émghe absence of upward
exchanges “Upward silent” does not imply “non-communicating”: anward-silent
ambient may very well move to a target ambianand communicate with it by means
of downward reads and writes kyitself. Indeed, an ambient may access all of its
children's anonymous channels as well as those of any imegainbient, and all these
exchanges may be of different types. In addition, the antliey hold local exchanges
of yet a different type. The encoding of channels given § 42 also be used for
encoding local exchanges of different types: the amhienk:W x can be viewed
as a local channe of typeW, whose input output operators ase W ¢ and M ©: the
type system allows (encoded) channels of different typégtosed in the same ambient.

Having illustrated the exibility of the specialized typgstem, it is obvious that giving

up upward exchanges is a problem: for instance, we would @abite to type-check pilot

ambients, such as those used in the encoding of the charnt@istdunications of § 4.3,

whose function is to silently carry a process to a certairtidason where the process
eventually delivers its output to and/or receives inpulrflits enclosing context. We solve
the problem in the next section, where we study a re ned tystesn that supports a more
exible, and type safe, integration of upward communicatémnd mobility.

7. MODED TYPING

The design of the new type system is based on the observatidrambients enclosing
upward-silent processes have no way to interfere with tleallexchanges of their en-
closing environments: as a consequence, such ambients afely snove across other
ambients, regardless of the types of the latter. The newdypem uses type modi ers to
characterize the computation progress of processes apdrtigular, to identify the silent

and non-silent phases of the computation of the processéassen within ambients. The
resulting typing technique, which we cafloded typingprovides more precise information
about ambient exchanges and, based on that, more exiblaggdor several interesting
systems, notably for the channels encoding of § 4.3 and éetitoding of the distributed
language in Section 10.

7.1 Moded Types

The new type system is built arountbdedypes de ned by extending the structure of the
types of Section 5 (hencefortagular types) as follows:

Expression Types W- EF E EF
Exchange Types E: Wy W
Process Types T: EF E F E F E F

Capability types and ambient types of the form E F are exactly as in Section 5.
Processes enclosed by regular ambient types have regataagstypes E F , deduced
by the same rules. On the other hanthdedambient types of the form E F are
associated with “pilot” ambients (in the sense we gave inigeet.3), whose enclosed
processes are assigned moded types, according to the ifedjomtionale:
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- E W : upward silent processes with local exchanges of fyp€&he typeW signals
that processes with this type may safely be composed inlpbvéth processes with
upward exchanges of typ#.

- E W : processes with local exchanges of t¥pand upward exchanges of typé
The upward exchanges are temporarily inactive becausetivess is moving.

- E W : processes with local exchanges of tyfighat evolve into processes of type
E W or E W after performing upward exchanges of tyjve

The syntax allows the formation of process types of the formE , E and

E : even though these types do not t the above intuitions, anddsafely be
dispensed with, they are convenient in stating de nitiond &yping rules. The following
notation is assumed throughoutis a metavariable that ranges over the modesand
while ? is a metavariable that ranges over the set and the blank character. In other
words,*F denotes any of the exchanges F F, while °F denotes eithetF or F. We
sometimes use_* to denote an arbitrary exchange type.

To illustrate the use of the modes associated with procgestyconsider the following
process, wherd:W: xW x™ nM n: W W . The left component
of this process does not have upward exchanges. Conseguénmt : W E for
someE, we can freely choose a type for the upward exchanges, anccdedW x ™M:

W W . The right component, instead, does have upward exchabgieis, currently
silent because the output pre x is blocked by the move: thus M n: W W,
provided thatn : WW . Thetype W W can also be assigned to the par-
allel composition, which is indeed currently silent. lmstingly, the type W W
cannot be assigned to the continuation procelss n (nor to the parallel composi-
tion xW x™ M n), because, after consuming the capabilityn, the upward
exchanges of this process become active: at this stageahtigge for the process is

W W, signaling that after the upward exchange the processsagain an upward-
silent phase.

As the example shows, processes that are subject to modied tyfay have different
types (in fact, different modes, with the same type) at diife stages of their computation.
This does not break subject reduction, as it would seem. di) faocesses with moded
types may be involved in a reduction only when enclosed wititi ambient: the mode
of the enclosed process changes according to the procesg'gss, but the type of the
ambient itself is invariant through the reduction.

A nal remark is in order to explain the role of themodedambient types EF.
These types are needed to control the behavior of ambierepses enclosed within
upward-silent ambients. In particular, for the system tesbend, we need to make sure
that non-silent ambients never exit their parent duringupeard-silent phases of the lat-
ter. Moded process types, by themselves, do not help. Tohgeprbblem, assume that
an ambient, sag, is currently silent and moving across ambients with locahanges of
type, sayW. Also assume that contains a non-silent ambiebtwith upward exchanges
of typeW incompatible withw/. As long asb is enclosed int@, its upward exchanges
do not interfere with the local exchangasof the ambients traversed fay but if b exits
a, then its upward exchanges may cause a type mismatch. Teg typ E F come to
the rescue, as the typing rule ensure that any ambient wéth tsype can only be exited by
ambients which have no upward exchanges.



22 Bugliesi M., Castagna G., and Crafa S.

7.2 Subtyping

The modes associated with the new class of processes indictenasubtype structure for
process types.

DEFINITION PROCESSSUBTYPING.
Let denote the relation of exchange subtyp- E F

ing introduced in De nition 5.1. Process sub-
typing is the smallest re exive and transitive re-

lation such that HE E YF and EF EF
in addition, satis es the diagram on the right
forallE and F. E F

The intuition underlying process subtyping is as follows.we said, thetype _ E

identi es upward-silent processes that move their enalgsimbient only through locations
with local exchanges of typE. Clearly, any such process can always be considered as a
process of type _ E thatis, as a process whose upward exchanges are oEtygnel
that moves the enclosing ambient only through locationh Wital exchanges of type.

In fact, it can also be considered as a process of type. E , i.e. atemporarily upward-
silent process whose upward exchanges will become actiyeadren its enclosing ambi-
ent is in a context with local exchanges of typeThe two types _ E and - E
are incompatible, as processes of the rst type may not bhenasd to be (even temporarily)
upward-silent, while processes of the second type may moesaambients regardless of
the types of the latter (and therefore across ambients wibgakexchanges are of a type
different fromE). On the other hand, the two types have a common super-typethie
type - E which identi es processes that may be currently upwardvecand whose
enclosing ambients are guaranteed to reside in contextdedal exchanges of type.

7.3 Moded Judgments and Typing Rules

The additional expressive power of the new type system tefwm a more exible typ-
ing of capabilities, which in turn is enabled by the mode®eaisded with process types.
Capabilities are typed in two modes: a “regular” mode, ahitype system of Section
5, and a “silent” mode in which some of the constraints on iitglgan be lifted without
consequences on safety.

The silent mode for typing capabilities is accounted for byeav form of judgment,
denotedbyG M: E , which is useful when typing capability paths: if typed ifesi
mode, every intermediate move on the path may safely distd@ba type of the ambient
traversed along the move. The new type system includeseatltfing rules from § 5, and
new rules for deriving silent typings of capabilities, andded types for processes (the
complete set of rules is collected in Appendix A).

7.3.1 Typing for ExpressionsWe start with the rules for capabilities built around
moded-typed ambients.

(IN ) (Out )
: FE F F G M: EF

G M : F G M :
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The (IN ) rule has the exact same format as the correspondingr(ile of Section 5.
Instead, for the reasons we explained earlier, exiting @t pimbient requires the exiting
ambient to be upward silent. The next rules derive modedmetys for capabilities.

(PoLYCAP) (POLY PATH)
G M: E G M;p: E; G Mas: E>
G M: E G My Mz =]

By (PoLy CapP), well-typed capabilities type check also under silenirtgp In addition,
capability paths can be typed with more exibility in silemtode. According to the (®LY-
PaTH) rule, one may disregard the exchange types of the ambientrsed at intermediate
steps on the path (as no exchanges take place during thesg atel only needs to trace
precise information on the last move on the path. This affelst corresponds to interpret-
ing E as the type of capability paths whdsst move requires upward exchanges of
type E. The silent typing of capabilities we just illustrated issddn conjunction with the
typing of processes in pre x form, to derive moded types asligeuss next.

7.3.2 Typing of Processes'’Regular” types for processes are deduced by the same
typing rules introduced in § 5. Moded process types are ddriwy new rules: we start
with the rules for pre xed processes of the folvhP.

(PREFIX ) (PREFIX )
G M: G G P: EF G M: F G P: E F

G MP: E F G MP: E F

The (RREFIX ) rule is one of the cornerstones of the moded typing systértiftd the
restriction, distinctive of the (REFIX) rule of Section 5, that the exchange typen the
type of M must be compatible with the tyge of the upward exchanges &f As a con-
sequenceM may be exercised irrespective of the type This is only sound if° has a

-moded type, for in that cadeis itself a pre x, and hence upward silent whighis ex-
ercised. On the other hand, inkBFix ) P may be have active upward exchanges, and
thus the rule imposes the same constraints as the regwar(®) rule, by requiring the
upward exchanges &l andP to be consistent (equal). In other words, thst move of
the pre x must be compatible with the upward exchanges thaiprocess may have right
after. Notice also that, by subsumptionR@Fix ) assigns moving types to processes of
the formM P with P of type EF.

(PREFIX )
G M: F G P: E F

G MP: E F

The rule (RREFIX ) types silent processes running in a context whose upwaridagges
(if any) have typd-. In this case, the regular typing of the pahguarantees th& is type
compatible with the local exchanges of the ambients hit emtove.

The next two rules apply to parallel compositions: two rubesd an appeal to subsump-
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tion, capture all cases.

(PARALLEL P LEFT) (PARALLEL P RIGHT)
G P: EMF G Q: E F G P: EF G Q: E MF
G P Q: E HF G P Q: E MF

If P andQ are upward-silent (i.e. with upward exchang€9, thenP Qs also upward
silent (with upward exchange§). P Q can be typed as moving (that is, with upward
exchangesF), only when i either one ofP or Q is moving and ii the other process is
upward silent and type compatible with the exchanges of theimy process. The same
reasoning applies to the other modes. Two rules are needwhttie the two cases when
the moving subprocess Bor Q.

The rules for the inactive process and processes built festrictions present no sur-
prise. This is not true of replicated processes: given tmgngence lawP P ! P, the
reasoning we just made about parallel composition implies the only mode derivable
for a replicated proces$is the silent mode, provided thBtis also silent. Consequently,
the only two possible types for a replicated process are gufeg” type (deduced by the
(REPLICATION) rule of Section 5) or a silent type, derived as follows:

(REPL )
G P: E F
G IP: E F

For processes in ambient form we need new rules. The rules(Arom 8§ 5 is modi ed
(see Appendix A) to deduce upward-silent types, compatifiteall the other modes. Two
new rules handle the cases processes enclosed in pilot mis\bikepending on whether
such processes are moving or not.

(AMB ) (AmB )
G M: EF G P: E F G M: EF G P: E F

G MP: FH G MP: G H

In (AMB ) Pis not moving, and the rule imposes type constraints eceritdb those im-
posed by the (A1B) rule: this is needed for soundness, as the judgr@enk : E F
could be derived by subsumption fro& P : E F . Instead, ifP is moving, as in
(AmB ), its upward exchanges are blocked by the move, and therdiier type of the
local exchanges of the procddsP can be chosen arbitrarily, as the unrestraidd the
conclusion indicates.

We conclude with the rules for input-output.

(INPUT ) (OuTPUT W)

GXW P: WFHF G M:W G P: WFHF
G XWP: WHWF G MP: WP
(INPUT ) (OutPUT )

GXW P: F W G M:W G P: F W
G X¥W P: F W G MP F W
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Local communications are not affected by modes: it is theeraddhe continuation process
that determines the moded type of the input/output pro¢ssk.iA process that starts with
an upward exchange has a non-moving type, for obvious reaaond its type depends on
the type of the continuation. If the continuation is of type F W or F W, then the
process —which is clearly not silent— can be typed asF W . These cases are captured
by the rule (NPUT/OuUTPUT ) of § 5 (together with subsumption forthe case F W ).
If instead the continuation hastype F W or F W,asin(NPUT/OUTPUT ),
we can just say that the process may eventually evolve intoxdang process, hence the
type F W in the conclusion.

Finally, downward communications are not affected by whethe target ambient is
moded or not. The rules from 8 5 work just as well for the newterys two new rules,
with the same format, handle the case when target ambierdded

(INPUTM ) (OuTPUTM )
G M: WE G%W P:T G N: WE G M:W G P:T
G XWMp:T G MNP:T

As a nal remark, note that in all the output rules, the typimigthe expressioM being
output is subject to “regular” typing. As a consequenceabidjty paths may be commu-
nicated only if well-typed under regular typing. This réstion could be lifted, had we
employed capability types with modes, instead of typingatdliies with moded judge-
ments. In fact, adding capability types with modes woulcigdiresult into a slightly more
expressive system (one which would allow “moded” paths tedm@municated). On the
other hand, the current solution has the advantage of ieguitinimal changes to the syn-
tax of expression types, those occurring in the typed syraad for this reason it had our
preference.

7.4 Subject Reduction

Subject reduction for the new system is proved followingdtemdard technique: a detailed
proofs is in Appendix B.

THEOREM SUBJECTREDUCTION. IfG P:T andP QthenG Q:T.

We illustrate the moded-type system at work on two examligst consider the following
process, where we use the primitive typretsandbool for convenience:

x:intP b 5 a a x:boolQ

This process is clearly type safe (insofarR&ndQ are safe), as the upward exchange
in b is compatible with the local exchanges of tyipé occurring at top level. Once the
exchange is consumealbecomes upward silent, and may safely move &teven though
ahasbool exchanges. With the the system of Section 5, the processypéd. To see that,
rst observe that the ambient namasandb may only be assigned the types bool _
and - int . Then, for the process to type-check, we would need to déhnigeyping

5 a: _int . This fails because the move intoviolates the type constraint that
requiresint to be compatible with the local exchangesof

Instead, with the moded type system one can defive a: - int, provided thab

is assigned a pilot ambient type. Below we give atype daandbrb 5  a , assuming
thatGis the type environmerat : bool _ b: _int .
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G a: bool _
G a: bool G O: _ int
. (PREFIX )
G ao: _ int
(SUBSUMPTION
G 5:int G ao: _ int
. , (OuTPUT )
G b: _int G b5 a0: _ int
: (Amb )
G b5 a int _

Notice, further, that after the upward exchange and the niteea, the residual process
b can be given any type, in particular the type bool _ needed to type-check the
occurrence of this process within

As second example, we look at the typed version of the chamaiding of Section 4.3.
In the typed case, the encoding is de ned as follows (see@edt3):

c"X np: Wp m cx
C X nq np: W p n c¢Xx
cC"xW P | np: WWp m c xW c m X xWP P,
c xW P , np: WW p n ¢ xW cC nx XWP P ,

Remarkably, the de nition is independent of the types of thhe ambientsm andn tra-
versed by the ambient: this exibility is enabled by the typing op as a pilot ambient.
We give a type derivation for the case of downward input asaggntative. With no loss
of generality, we make the following assumptiors: P ,: E ?F , with Ga type
environment in whichm; GH c W andp: WW , andE F G and
H are arbitrary exchange types. We reconstruct a type davér the judgment:

G p m cxW c mx : EF

This judgment is derived by (8 ), provided that the process enclosegbican be typed
with mode , i.e. if

G m c¢ xW c m X : W W
This follows by (RREFIX ) from G m: G and
G c xW c m X : W W

G is the type of the local exchangesrin and moded typing allowS to be any type, irre-
spective oMW (notice that this is would not be true without moded typeshagidgement
G c xXW c m X : W W is derivable only ifG ~ W). The last judgment
follows by (PREFIX ) from G c W and from

G xW C m X : W W
This judgment can be derived byNpuT ) from
G xW c m X: W W

Again, we rely on moded typing: the whole process type-cheifce the move that pre-
cedes the upward output routes the ambient into an envirohwi¢h the right exchange
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type. Deriving the last judgment is not dif cult. Fro@ x:W m; H and from
GxW x: W W, we haveG xW m X : W W . Again, moded types
are required here, & x;W m X : W W is not derivable.

Now, from the last judgment and fro@ x:W c an application of (RE-
FIX ) yieldsG xW c m x: W W asdesired. To conclude, we obtain the
desired typing from W W W W, by subsumption and glPut ).

8. ASYNCHRONOUS BOXED AMBIENTS

A calculus for distributed computation cannot rely on syieciousrendez-vouas the only
mechanism for process interaction and value exchange.ethdbe fundamental role of
asynchronous primitives in distributed systems is welllenstood (cf. [Fournet et al. 1996;
Cardelli 1999]), and motivated by widely agreed designgigles and practical experience
with implementation [Bryce and Vitek 2001; Fournet et alo@D

As we noted in Section 3, asynchronous exchanges can beerecbwn BA by recon-
sidering the semantics of the output process forms. Inqadsi, we suggested two solu-
tions for making the outputM "P asynchronous: either code it by using continuation-less
outputs (so that the asynchronous outpdt"P is encoded by the parallel composition

M " P), or introduce the structural lanM "P M " P. The rst solution allows
synchronous and asynchronous output to coexist, the sespbuiibn yields a purely asyn-
chronous calculus.

Both the alternatives have a fundamental problem, namalyglitting an output form
into a parallel composition has the effect of essentiallfedéng moded typing. Moded
typing is possible, and effective, only along a single threahile the coding of asyn-
chronous output introduces parallel compositions anddsaw residual following an out-
put. In particular, withh , M "Pand M " P are only equivalent under the type
system of 8§ 5, not with moded types (thus subject congrueaitsedfith M P M P
and moded typing).

To see the problem, consider the processnt P b 5 a a Xx:bool Q ,whose
typing we studied in Section 7. Ifwe takB  aand transform it as suggested above, the
process does not type check, as the typinlg o a is notderivable, even under the
assumption thalb : _int . The problem is with the rules for parallel composition,
which require the following typing to be derivable: a 0: - int . This fails due to
the format of the (REFIX ) rule, which has the same requirements aBgRX).

Fortunately, however, the problem is not a consequence déahtyping and asynchrony
being inherently incompatible. To see that, observe thatlin P the continuatiorP could
be typed with a mode independently of whether the pre x dea@ynchronous or asyn-
chronous output. All that matters fé¥to receive a sound “moving” type is tha¥l gets
delivered to the parent ambient before unleastingnce delivered, whether or nav
also synchronizes with local input is irrelevant. Basedhis bbservation, asynchronous
output and moded typing can be reconciled by resorting to eroareful de nition of the
congruence law, namely, one in whickl "P M " Ponlyifh . Instead, when
h , we re-state the congruence law as a reduction and maketidoeaware so that the
output is delivered to the appropriate ambientM P Q M nP Q.

With this reduction, the problem with moded types is sohadupward output followed
by a move, such as\ n P may safely be typed with mode (based on the modefor
the type of n P)regardless of whether the output synchronizes or not.
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We can now de ne the asynchronous calculus formally. Thpdt) syntax is unchanged,
as one can still interprétM " as the processv N0. Instead, the semantics is different, as
input and output pre xes synchronize only when the latterehaull continuation. Table IV
summarizes the new top-level reductions, and the new cengailaws for asynchronous
communication.

Table IV Asynchronous reductions

Structural Congruence
(Struct Output) M hp Mh p h

Communication

(local) WP M PR: M
(inputn) SSWP"P n M Q PX: M nQ
(input ) nXxW P Q M nPXx: M Q
(outputn) M" nP nM P
(output ) nMPQ M nP Q

The relation of asynchronous reduction is obtained by @ptathe communication re-
duction of Table IIl with the corresponding reductions irblalV. Notice that the se-
mantics of the output formM "P is now truly asynchronous, @is unleashed regardless
of whether there is a matching input process. To illustratsider again our running
example: with the asynchronous semantics, one has thevfolicssequence of reductions

x:int P b 5 a a x:boolQ x:intP 5 ab x:bool Q

Interestingly, the new reductions are compatible, and dpwith the moded typing system.
Type soundness follows directly from the following two réésfproved in Appendix B).

LEMMA SUBJECTCONGRUENCE Assuméh . Then,G M "P: T if and only if
G MM P:T,where both judgements are derived in the system of Séttion

THEOREM SUBJECTREDUCTION IN THE ASYNCHRONOUSCALCULUS. LetG P:
T with the system of Section 7, and P Q with the asynchronous reduction rules. Then
G Q:T.

8.1 Asynchronous Boxed Ambient vs Mobile Ambients

We mentioned in Section 6 that the asynchronous semantitsesihe de nition of more
robust translation of Boxed Ambients in MA. The translatisde ned formally inin Table
V. To ease the presentation, we restrict to a monadic verdi@A in which only names
(and not capabilities) can be exchanged. There is no fundtaingif culty in extending

3Indeed, although operationally equivalent, the two termsd:be distinguished to re ect their respective nature,
namely: M M0 indicates an output operation with null continuation, whiM " denotes a piece of data which
has been delivered to (whenh ), or a one-place buffer , whem
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the de nition to the general case (some care is required talleathe typed exchange of
capabilities).
The translation is typed: with respect to the untyped cdmentain difference is in the
use of a family of names w and , indexed on types, with the implicit assumption that
woow: W for all typeW. This indexing is required for typing, as each pair of
names enables exchanges of the corresponding type.

Table V Encoding of BA into MA

Types:
W E W E
W E w E
Type environments: X3 : Wy Xn - Wh X1 Wi Xn: Wh
Terms: assum& n: WW andG m: W E
G qP g, nk : W k
w d Wk W GP n
G xX:WP 4, nk : W k
w w X W k w G P,
G qm , nk : w k
w 4 m w k w mG P,
G x:W "™ nk : W k
W m w X W k w mG P ,
G q P q nk : W k
w g n w K w h GPj,
G x:W P, nk : W k
W n w X W Kk w nh GP,

G P Qn GPn GQn

G nm:WP 4, nm: W Gm:W P ,
G MP , M G P,
GI!P , I G P,

The translation has interesting properties. It is type gnéag, namely: ifG P:

E F in BA, then one can show thatG G P : E F . Also, the trans-
lation simulates the reductions of the source (asynchrencaiculus correctly. Unfortu-
nately, there are still two remaining problems. First thensiation is not fully compo-
sitional, as the complete encoding needs a further stepddaagbuffer to the top level:

G P G P w whereW is the type of the local exchangeskfSecondly,
the protocols that implement the exchanges across bowsdare not atomic, and hence
subject to interferences. To make them atomic, one would ha¢her hypotheses of the
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source term, akin to those encompassed by the noti@mgfe-threadedneste ned for
Safe Ambients [Levi and Sangiorgi 2000]. For instance, far ipward exchanges to be
implemented correctly, we would need to assume that theemibexited at the start of the
protocol does not move until the ambideais back inton (hence the protocol is complete).

8.2 Synchrony versus asynchrony

The choice of synchronous versus asynchronous commuuridadis various consequences
on the calculus, speci cally, on the security guarantees ¢an be made for it.

On one side, it is well known that synchronous output gelesraard-to-detect ow
of information based on synchronization. For example, ligh synchronous semantics,
inthe systema Q b M P , the sub-ambien gets to know exactly when (and i€)
makes a downward read to its contents, thus causing an iitnplic of information from
the reader to the writer: this makes non-interference [@ogand Meseguer 1982; Focardi
and Gorrieri 1997] hard to satisfy.

On the other hand, by adopting asynchronous output we aféégtgive up media-
tion (see § 3), that is, control over the interactions betweelingiambients. With the
synchronous semantics, no ambient can be “spoiled” withxpeeted (and possibly un-
wanted) output by its enclosing or enclosed ambients. Axample, consider the system
a xXWP bc M Q  which type-checks provided thad:W and the ambienlb
has type W F for someF. With the synchronous reductions there is no way for the
upward output irc and the downward input ia to synchronize.

Instead, in the asynchronous case, the initial con guragwolves into the process
a xXWP b M cQ ,and by a further reduction the ambiemgets hold of the
messageM without any mediation by. Similarly, two siblings may establish a hidden
channel,aba xW P ¢ M Q reducesintwostepstoaP x: M cQ
Both situations result in security breaches, based on thgepice of hidden channels, that
cannot be prevented by the primitives of the calculus, awitds. Fortunately, however,
one can resort to types and type analysis to provide strosegmirity guarantees, and en-
hanced policies for access control. We discuss this aspélotinext section.

9. ACCESS CONTROL BY TYPING

The access control framework we address is an instance efahdard Mandatory Access
Control policies in multi-level security environments [Band Padula 1976; Gollmann

1999]. The domain of security levels is assumed to be a¢atBc , whose elements are

ranged over by s t. Based on an assignmemof security levels to subject and objects,
one de nes asecurity policyas a ternary boolean predicate on subject levelsobject

levels andaccess modes (the mode “ ”, denoting “no access”, is
introduced for convenience, to make the notation unifo@peci cally, an access to an
objecto by a subjecsis legal under ifandonlyif gs go holds true. Military

security (no read-up, no write-down) and commercial ség\frio read-up, no write-up)
can be enforced by the following security policies:

Ml F'S s r coml S s r for
Ml rs r s coml S true
mil 'S S T

Ml I S true
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9.1 Subjects, objects and security levels for Boxed Ambients

We study this form of access control for the asynchronousiearof the calculus discussed
in the previous section. Processes take the role of subjehtle ambients take the role of
objects, and we rely on the notion of access we have assummdjtiout, namely: x "P
and M "P represent processes (subjects) attempting to accessilthe a@hread and write
mode, respectively, whereasl P and x P represent processes requesting an access to
their parent ambient, again in read and write mode. We madsetimotions formal, and
de ne the import of a security policy in the calculus by indiicing a tagged version of the
asynchronous reduction relation in which any unauthoreckss to an ambient results
into a distinguished error-reduction.

The relation of tagged reduction is denoted ¢4 and de ned in terms of a security
environmengthat associates names (and variables) to security levelsa aecurity level
s that identi es the clearance of the processes involved@réduction. Security environ-
ments are formed just as typing environments, accordinigegddllowing production:

g: gx:s

where ing x: s itis understood that Dom g . Based on that, we take any reduction to
a distinguished process term as the formal counterpart of an access violation.

The reductions, summarized in Table VI, should be undedstagily. In particular, note
that in the reductions for non-local input/output the céemre of a process enclosed in an
ambient is determined by the security level associated thithambient's name. This is
consistent with the format of the reduction§®). To illustrate, consider

P h h hx Q M y R
whereg h andg , and lets be any security level. Then we have
P sg h hx Q M y R by (EXIT)
sg h hx Q Rx: M by (INPUT n)
sgh xQ Rx: M by (ENTER)
sg by (ERR INPUT ), (ERR AMB), (ERR PAR

Here, the error reduction arises from the low-level prodesigle attempting to read from
h, a top-level ambient. As we discuss next, this illegal afieis detected statically by
the type system. It is worth remarking that ther@@sdynamic access control intended in
the tagged reduction: access control will be providedcadyi, by typing, and the tagged
semantics is only de ned to give a formal statement of thensimess result for the type
system.

Finally, note that reductions to only result from attempts to read or write on non-local
resources. As such, we disregard errors resulting from tgisenatches in any of the local
or non-local exchanges of values (in fact, for well-typedqasses the absence of such
errors is guaranteed by subject reduction).

9.2 Access Control Types and Typing rules

The new classes of types extend the types of Section 7 withagsspecifying the security
clearance of capabilities and ambient names, and addiiithioamation of the on the read
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Table VI Asynchronous Tagged Reduction

Top-level reductions

INPUT WP M sg PX: M

INPUT N W™ n M Q sg PX: M nQ if sgn

ERR INPUTN X:W"P nQ sg if sgn
INPUT n W P Q M sg NPX: M Q if gns

ERR INPUT n X:W P Q sg if gn s
OuUTPUTN M" nP sgh M P if sgn

ERR OUTPUTN M" nP sg if sgn
OUTPUT nMQR sg M nQ R if gn s

ERR OUTPUT n M QR sg if gn s
ENTER a bP Q bR sg baP Q R

EXIT ab aP Q R sg bP Q aR

Structural Reductions: the symmetric reductions for (Raxyl (Err Par) are omitted.

The rules (New) and (Err New) assume A 7

STRUCT P P P sg @ Q Q P sg Q

ERR STRUCT Q P P sg Q sg

NEW P s gnr Q nn:A P sg NNAQ
ERR NEW P s gnr nn:A P sg

PAR P sg Q PR sg QR

ERR PAR P sg P R sg

AmMB P rg Q I ga aP sg aQ

ERR AMB P ga g aP sg

and write access requests on such names.

Ambient Types A 1 s EF S EF
Expression Types W :: A s E

Exchange Types [ :: Wy Wh
Process Types T EF EHF

The new types are interpreted similarly to the types we thiged in the previous sec-
tions. In particular, the exchange componeatand F (with their modesy) have the

same interpretation as in Section 7. The meaning of the nempoaents is as follows.
Ins E F , s is the clearance of ambients with this type, ands (a sound esti-
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mate of) the access mode of the upward exchanges of theosnglprocesses. Similarly,

S F is the type of a capability that can be exercised within anianttwith clear-
ances, upward exchanges of tyfpeand access mode . Finally, EHF is the type

of a process with local and upward exchanges of type, reispdcE andF, and access
mode . Note that process types are associated with two modes: cttesa mode

de nes the mode in which the process accesses the chanagbtbin its parent ambient;
the exchange modg de nes whether the process is silent, moving or both. We db no
explicitly associate security levels with process typastead, we type check processes at
a given security level, by introducing judgments of the fddms P: T, whereT is process
type, ands a security level. The typing rules are collected in Appendlixnost of them
are the direct generalization of the corresponding ruleddation 7, and so are most of the
rules for processes, with the exceptions discussed belaasstume the following partial
ordering on access modes:

9.2.1 Typing of Capabilities.In addition to the usual type safety constraints, rules (I
and (QuT) introduce the constraints relative to the security poliogler consideration.

(IN) (OuT)

G M:s ’EF rs G E G M:s EF G F

G M:r G G M:r G

Speci cally, an reduction is well-typed only if the security levels of thed ambients
involved in the move are compatible. Dually, an move type checks only if the type
of the upward exchanges of the exiting ambient are alreadgrapassed by the upward
component of the type of the exited ambient. The rulest{Pspecializes in the natural
way to the case in whichl is a pilot ambient (cf. Appendix A).

9.2.2 Typing of Pre xes.The typing rules for pre xes have the same rationale as those
of the moded typing system. For example,

(PREFIX )
G M:r G G sP: E F

G sMP: E F

states that we can safely disregard the access modbenever the process and, therefore,
the pilot ambient containing it are in a silent phase.

9.2.3 Typing of AmbientsThe typing rules for ambients de ne the clearance level
at which the enclosed processes should be type-checké&disiEnclosed into &-level
ambient, therP is type-checked at clearanse In addition, the rules predicate well-
typing to the security policy under consideration. A regrgsative of these rules is the rule
(AmMB):

(AmB)
G a:s EF G sP: EF ST
G ,aP : FH

The constraintimposed by the policy can safely be lifted for ambients whose enclosing
processes are moving (or silent), as in that case there ipwand access to be checked
(cf. the (AmB ) rule in Appendix A).
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9.2.4 Typing of input/outputThe rules for local exchanges are straightforward: they
enforce no access control, as processes are always gracessao their local resources.
The rules for downward input/output relate the types of tigut-output processes and
their continuations, as in the type system of Section 7. Hitamh, they enforce the con-
straint that processes at clearascead only from (rule NPUT M) and write only to (rule
OuTPUT M) ambients of clearance compatible withs according to the given security
policy. The rule for upward exchange do notimpose any aco@ssol and just check that
the access modes are correct: this is sound, as the upwarssascare already regulated
by the rules for ambients, and by the rules governing mabilit

9.2.5 Subtyping and SubsumptioBubtyping over exchange and process types ex-
tends uniformly to the new set of types. As in the type systefrtee previous sections,
subtyping is only re exive on capability and ambient typ&socess subtyping, in turn, is
the direct extension of the subtyping relation of Sectiode’ned as follows:

EWME , EMF
E MF E eF

wherey; are (possibly empty) modes, and is the subtyping relation for processes de-
ned in Section 7. Richer subtyping relations, such as oleahg a relation E F

E F ,would be desirable, but turn out to be unsound. To see tHagowith this
form of subtyping, consider a system with military secustyd two security levels, and

with . Take thenGto be a type environment such that w
andGh W . Under these assumptions, the judgmeént 0:
W is derivable by the type system of this section for &My If, by subtyp-
ing, we upgrade the previous typing judgmeniGo 0: W | and take
M of typeW, the following judgment is derivableG 0O M : w .
From this judgment, and from the assumptiGrh W |, we then have
G h o M W F ,foranytypeF and mode . This typingis unsound,

however, because can move into and make a write access to the low-level ambignt
thus violating the military security policy we had assumed.

9.3 Soundness of the Type System

The main purpose of the type system of this section is tocstihfidetect access violations,
with respect to the underlying security policy. As we stadéol (and prove in Appendix

B), the type system does provide these guarantees undeddit®oaal hypothesis that the
security policy isstable in the sense of the following de nition.

DEFINITION STABLE SECURITY PoLICIES. We say that a security policy is stable
if and only if it satis es the following conditions

Qi s and rt then st .
2 if s and then s . O

Military and Commercial security, as de ned in this secti@me both examples of stable
policies.

Given a type environmer@, and a security assignmegive say thagis G-consistentf
andonlyifforallx domG,Gx s ? impliesgx s. We use this de nition

to state the soundness of our type system:
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THEOREM TYPE SOUNDNESS Assume thaG ¢ P: T. Then for evengG-consistent
security assignmerg and process Q such thatP g QwehaveQ g

To exemplify the effects of typing, consider the followingaenple from Section 8.
h x P M Q

If we assume that the clearance of ambierg strictly higher than the clearance oaind
, then a type system based on a “no read-up” policy shouldtréje above process as
ill-typed, because not secure. This is indeed the case faiype system: to see that, note
that the process x P istype checked at the clearance of the enclosing amhijearid
the side condition to the (B ) rules fails to be satis ed under a “no read-up” policy.
A similar reasoning shows that the unsafe process

h h h xwW N M y

where andh have clearance and respectively, is ill-typed, as insideh performs a
read up-operation. In particular, in order férto type check, the subprocessh xW
enclosed in can only be typed at level with the process type E "W , for
. However, the judgmer h xW E MW must come fronG h:
W, which is not derivable since the clearancef the ambienh is greater than
the clearance of, contradicting the hypothesis of rulen(.

9.4 Discussion

The notion of access control encompassed by the type syatairthe corresponding no-
tion of type soundness we have addressed can be furthegstesred. To motivate, con-
sider the following program:

h secret nt t h x X x P

operating under commercial security (no-read-up/noeatip). If we assume thédtand

have clearance, respective,and , commercial security should prevento read the
secretfrom h. In fact, our type system does provide this guarantee. Fdrjs given
clearance , then the type system rejects 'P as ill-typed (becausex t is a read-up). If
insteadt : , the type failure arises ak , which is also classi ed as read-up in
this case. However, one can play the following trick:

h secret nt: t h x X x P

The ambient creates a Trojan horgethat is entitled to exchange values wih nowt
reads thesecret and then, once back intgit delivers it upward, td®. This program type-
checks in our system, and indeed, there is no reduction tavolved in the computation,
as none of the read and write operation violate any accesstonnstraint.

On the other hand, it may reasonably be argued that one shoeldnt such situations.
In fact, the type system may easily be extended to accourthéocases of interest. If
we look at the example, we notice that the problem arises asutrof thesecret a high
value, being communicated to the ambientvhich is low. In the current system this goes
unnoticed, as the typing rules enforce no constraint @istiip between the security levels
of an ambient and those of the values the ambient may exche®geh constraints are
easily incorporated in the type system by means of new tyfaingation rules. Given any
exchange typ&, letl E denote the security level associated vithde ned as follows:

| s EF | s E s | W W, ||W I W, |
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Based on that, we can de ne type formation rules enforcirg élxpected constraints,
namely that ambients (and processes) of clearanery only exchange values of clear-
ance at moss.

(ENV ) (ENnv n) (Type )
G W n DomG G
Gn:W G
(TyPE CAP) (TyPEAMB) (TyPE PROC)
G E G E | E s i 12 G E | E s i 12
G s E G s E1 E2 G s S =)

These rules can be incorporated in the type system, so astoectinat all types used in a
derivation are well-formed. With the extended system tlsé éxample would be rejected,
because the high valigecretmay no longer be exchanged with a low-level ambient like
. There is still the possibility for to exploitt to obtaining access to data storechirbut
only the only data that can eventually ow tamust have low level, which is acceptable.

9.5 Examples

We demonstrate the import of the type system in enforcingpgiffe access control policies
on several examples.

9.5.1 Wrappers.As a solution for the problem of resource protection and sscen-
trol in wide-area networks, Sewell and Vitek [Sewell ande¥i2000] propose an extension
of the p-calculus, known as thBox p-calculus. Within this calculus, they develop a pro-
gramming technique, based wmappers whereby untrusted code can be secured into an
isolatedbox and its interactions with the enclosing environment #diby a process, the
wrapper, that only forwards legitimate messages between the boragtaam and its en-
closing environment via secured channels. The paradigragaimple of that work can be
rephrased in our syntax as follows:

nab aP !x3x? bQ

P andQ are arbitrary processes that are encapsulated in ambieat®i¢d boxes” in the
terminology of [Sewell and Vitek 2000]) with private narmeeandb, and placed in parallel
with a process that forwards messages feotlmb. Notice that ambient boundaries prevent
any direct interaction betwedhandQ, and the name restrictions @andb ensure that
the only possible exchanges with the environment are telg the process x 2 x P.
Thus, as in Boxegh, we can rely on wrappers to provide interesting securityrgniees:
speci cally, the above con guration prevent§ Q from leaking secrets tB and (i) P and
Q from corrupting the environment.

With the type system of Section 9, we can provide further gntees. If we de na to
be a high-level ambient arigla low-level ambient, then the type system built over mijitar
security will detect any unwanted access fr@o P regardless of context that encloses
a P andb Q . In addition, military security may be employed in the tygstem also to
detect any attempt by andQ to access the environment: for that purpose, we only need
to type-check the con guration at a clearance incomparelitle the clearance ad andb.
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9.5.2 Firewalls. We now look at the protocol for rewall crossing de ned in [@elli
and Gordon 1999b] and re ned in [Levi and Sangiorgi 2000].eTgrotocol can be ex-
pressed in our calculus as follows:

Firewall nf f k f f
Agent a kx kxQ

The ideais to let thégent across theFirewall f by means of a shared k&y In [Cardelli
and Gordon 1999b], the kdyis used as the name of a pilot ambient that drives the agent
into the protocol and is then dissolved. Our coding follotes same idea, but implements
it differently, relying on communicationa entersk from which it receives the capabil-
ity f to be exercised after k to drive a into the rewall. Interestingly, the pro-
cessa Kk x kx Q , where a capability is rst read (locally) and then exercisd
the same nesting level is well-typed in our system (this istn@ of the type system of
[Cardelli and Gordon 1999b]).

Having authenticated an incoming agent, the rewall mayntipeovide other security
guarantees. For example, we may want to ensure that precessge the rewall can ac-
cess the resources of the agent that crossed the rewalhdiithe converse. This guaran-
tee can be provided with commercial security, by the typaassentsf : f EF
andk : k , wherek f, E andF are appropriate types, and is an appro-
priate access right (note that this constraint are de netifor the rewall, independently
from the interacting agent).

To illustrate the effect of these type assignments, consigeneric agerd P entering
the rewall, and assume that: a GH . To cross the rewall,a must accept
write requests fronk: with commercial security, this is possible onlyeif k and this, by
transitivity, implies thatn  f. Now observe that commercial security prevents low-level
ambients (such a&) contained in high-level ambients (suchfgdrom attempting upward
exchanges. Them, f impliesH . In summary, the type assignment enforceson
a security level strictly smaller than the level ifand this implies that any agent entering
the rewall f cannot directly access to local resourced oéis desired.

The protocol we just discussed depends on the assumptibththaewall knows the
name of the incoming agent. To overcome the problem, we niagreissume that itself
is also a password which is part of the protocol, or devise pemocol that relies on two
passwordsk andh, and structure the agent and the rewall as follows:

Firewall nf f k f fh
Agent h k x k x2 a x hxQ

10. DISTRIBUTED LANGUAGE SECURITY

We conclude with a more extended example that illustraeaticess control typing system
on a simple, but non-trivial distributed language. The lzage is de ned in [Cardelli et al.
2000], with the following syntax.

The computational model is that of various distributedaatiof thep calculus in the liter-
ature, such as those described by Amadio and Prasad [AmadiBrasad 1994] and Hen-
nessy and Riely's P calculus [Riely and Hennessy 1998]. A network consists ofi@@
nodes that contain named channels and anonymous threatksgnd channel names can
be restricted). Channels are represented as persistenirees, as suggested in Section
4. Threads are the active components of a network. They ca® @cross nodes of the
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Table VII' A simple distributed language

Types W: Node type of nodes
Chw type of channels
Network Net: node nCro node
nn:W Net restriction
Net Net network composition
Crowd Cro:: channel ¢ channel
thread Th thread
Cro Cro crowd composition
ncW Cro restriction
Threads Th: gonTh migration
T X output to a channel
cx Th input from a channel

fork Cro Th  fork a new crowd
spawn n Cro Th spawn a new node

network, communicate over local channels (i.e. residinghersame node), fork into a new
set of channels and threads or spawn a new node. The typesyktke language presents
no surprise: threads are well-typed if their access to channels are well-typed aind
they fork and spawn well-typed crowds and networks. Thelatte well typed if they are
formed by well-typed subcomponents. We omit the typingsubdnd refer the interested
reader to [Cardelli et al. 2000] for further details.

We illustrate the semantics (and the typing) of the languweitfethe following program:

node n channel rcv
nc:W thread rcv x fork channel ¢ thread cy P goxackc

which is well-typed under the hypothesetNode rcv:Ch Node, andackCh Ch' W

The program simulates the behaviour of a deemon that listeiseime public pontcv and
once contacted, it forks to establish the connection on suitrer private port. The deemon
is located at node, containing the channetv and a single thread. The thread waits for
a request omcv; subsequently it spawns a private chanm& be shared with the node
communicated orcv and a new thread that listens on this channel; nally it comimates
the private name to the nodex. The deemon will typically interact with remote clients of
the following structure:

node m channel ack thread fork thread gontcvm acky

The client is located at nodw®, which allocates the channatk and spawns a thread that
rst forks into a new thread that moves toto communicate over the chanmeV the name
of its origin nodem, and then waits to receive on chanaekthe private name on which to
establish the communication with
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We give a typed encoding for this language by relying on tipaty system of Section 9.
The encoding is de ned in Figure VIII. We initially assumaeathall types (from the source
language) have the same security level. Later, we will snely encodings for enhanced
versions of the source language in which we associate difféevels with channels, nodes,
and threads. To ease the notation, we wsite E fors E , omitting the
security levek when it is not relevant to the discussion. Also, we 8yachto denote the
empty tuple type.

Table VIII Encoding of the distributed language

Types
Node
Chw w
Net:
nn:NodeNet ¢ nn: Node Net g
nc.ChwW Net g nc: Chw Net gew
Nett Neb g Nett ¢ Neb g
node nCro ¢ n Cro &
Crowd:
nm:NodeCro g nm: Node Cro g
nc:Chw Cro g nc. Chw  Cro Z..\w
Cro; Crop & Crop § Crop ¢
thread Th 2 nt: t Th g
channel ¢ & clx Gc x
Threads
cx o nw: Gc w ot ocx
cx Th & nr: Gec Gc x: Gec " Th g
r t cx Gec c tx
gomTh 2 n m Th g
fork channel ¢ Th g&' ns: Synch S Th &'
c t!xGc x s ¢t
fork thread Th Th &' ns: Synch S Th &
nt : t t Thgls t t
fork Cro Crop Th g fork Croy fork Crop Th &'
fok ncChw Cro Th g'  nc Chw  fork Cro Th ge.
fork  nmNodeCro Th ¢ nm Node fork Cro Th g
spawn mCro Th &' ns: Synch S Th &'

m t n Cogs m n t

The encoding of a network is parametric in a type environnG&thitat we use to record
the types of the values transported by channels (we neetbtlisplement channels and
their operations, as the parameter of an input channel isypet in the source calculus).
The encoding of a crowd is parametrized also by the curredénmf the crowd; the en-
coding of thread expressions has as further parameter the obthe ambient that encloses
the (translation of) the thread.
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Nodes are represented as silent ambients whose sub-ambigtde either channels
or threads. Threads also are enclosed into silent ambieiitts ffesh names), and thread
migration is obtained by having threads exit the curren&aad enter the destination node.
A few additional remarks are in order for the encoding of #u® First, in the encoding
of fork and spawn we need a synchronization ambsgwttrigger the continuation of the
thread. Second, the encoding of forks must be given by casélseoconcerned crowd:
since we do not have  (as in [Cardelli et al. 2000]) we cannot make a whole crowd
exit the thread and unleash it in the node; instead, we matte ®agle component of the
crowd exit the thread individually. Finally, the encodinigrgput/output on channels needs
fresh pilot ambients, namea for writer andr for reader, which exit the current thread,
enter the channel at issue and synchronize (and, in the ¢asaders, bring the message
back). As in Section 4.3, we need the moded typing systempe-tyheck these pilot
ambients. Readers and writers are not upward silent arichegll to move across nodes,
which are locally silent. Nevertheless, they are well-typecause, by moded typing, one
can infer that their upward exchanges become active onlywhey are inside (an ambient
encoding) a channel (with local exchanges of the right type)

Below, we sketch the translation of the daemon program:

n rev! x:R X nc:Ch W nt: t rcv x _theRest

whereR , the encoding of the type ofv. The (translation of the) outer
thread, enclosed in the ambignstarts by spawning a pilot ambienthat exitst and goes
to the ambientcv to fetch the input which triggers the continuation of “thetfeof the
thread.

t nr: RR xR" _theRest r t rcv xR rcv tox

Again, note that typing the readess a pilot ambient is needed for the move @it oft
to type-check, even thoudhs upward silent.

10.1 Access Control Policies

We now discuss how to specify, and statically enforce, thffé access control policies
in the distributed language. We do this by way of the encadingparticular, we study
various ways for introducing security levels in the soureguage, and for each of them,
we de ne a corresponding encoding into the access contpal system of Section 9. Then,
we study how the access control policies induced by our tygeem translate back into
corresponding policies in the source language.

The rst policy results from associating channel types ameads with security levels,
thus interpreting threads and channels as subjects anctefjespectively. The translation
is easily adapted to this case. Igdie aG-consistent security assignment (see Section 9.3),
then:

sChw S W

sthread Th § nt:s

cx o nw: gt Gce
cx Th & nr:gt Gc Ge

fork Th Th g ns: Synch nt : gt
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Here, commercial and military security for the result of trenslation correspond directly
to commercial and military security for the source termsciBt our example, if we take
the channetcv to be high (i.ercv. Ch Node) and the outer thread afto be low (i.e.
node n thread rcv x ), then military and commercial security policies would
both reject the the attempt by the thread to readawas a read-up. This results from
the failure to type-check the the pilot ambientwhich must be given low-clearance, since
the thread has low clearance:

nr: RR xR" _theRest r t rcv xR rcv tox

The culprit is the sub-term rcv x:R . By trying to construct a typing derivation for the
termr , we discover that we need to type-checkcv x:R atlevel ,i.e. we needa
derivation for

rcv: Ch Node rcv xR : _ -

To derive this judgement, we must apply the rulk@rix ) because the process will
be upward-active right after the move. But then we need avaligon for the judgement
rcv:  Ch Node rcv: _ , which instead fails because the clearancef
rcv is incompatible with the clearance of the capability: this judgement is not derivable
under any “no read-up” policy.

An alternative policy is to endow node types with securityels. Accordingly, threads
receive the security level of the node in which they are @@athis is a common situation
in practice, where it is usually implemented in the form ofatjtion of the nodes in trusted
and distrusted (i.e., with just two security levels). We caodify the encoding as follows:

sNode s
thread Th § nt:gn

Note that with this policy a thread can move into a node of amgl. However, once there,
it can access only resources (channels) which are comeatilth its own level. In our
example, if we give the nodesecurity level higher than node, then the thread forked in
m can still move inton but it will be allowed to writercv only if we declared the channel
rcv to be of a level compatible with the security policy in use émellevel ofm.

If we want to forbid threads to move into “incompatible” nadéhis is usually needed in
two cases: when we partition nodes in reliable and not ridiabd want sensible threads to
be executed only on reliable nodes, or when we partitiorsiifsen trusted and distrusted
and we want sensible nodes to execute only trusted threadsamwmodify the translation
so that moving threads notify their entrance to the node émsgr:

sNode S Synch

node nCro g n Cro g !

thread Th ¢ nt:gn Synch

fook Th Th gt ns: Synch nt : gt Synch
gomTh ¢ n m Thyg

Any attempt by a thread to move into a non compatible node st thread ill-typed.
In particular the use of commercial security in the resultha translation, corresponds
in the distributed language to ensure a node-protectioicypsince a node will run only
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threads of security level higher than or equal to its levélisineans that a node runs only
threads coming from nodes it trusts. Instead the use ofanjliéecurity enforces a thread-
protection policy since a thread will run only on nodes wittt@rity level higher than or
equal to its level. This means that sensitive threads wilidmeonly on reliable nodes. We
leave the task to verify that the translation enforces thenided policies to the interested
reader.

11. RELATED WORK

Besides Mobile Ambients and Seals, whose relationshigsBoixed Ambients have been
discussed all along, our approach shares motivations sasuier cially similar to Sewell
and Vitek's Boxp [Sewell and Vitek 2000]. The technical development, howgeigeen-
tirely different. We do not provide direct mechanisms fonstiuctingwrappers rather we
propose new constructs for ambient interaction in the giteémprovide easier-to-monitor
communications. Also, our form of communication is anonysiaand based on a notion
of locality which is absent in the Bog-Calculus. Finally Boxp does not consider mobility
which is a fundamental component of this work.

In [Hennessy and Riely 2002b] Hennessy and Riely developa system for access
control in the Op-calculus, a distributed variant pfcalculus where processes are located,
and may migrate across locations. Ip,zommunication occurs via named channels that
are associated with read and write capabilities: the tygeesy controls that each process
reading or writing on a channel possesses the appropripsbddy. A similar technique is
adopted by De Nicolat. al.in [De Nicola et al. 2000] for KLAIM, a distributed language
based on a variant of Linda with multiple “tuple spaces”. Thain difference with our
approach lies in the topological structure op Qand KLAIM) locations and Boxed Am-
bient processes. Inthe topology of locations is completely at, while in BA andits
may be nested at will: the interplay between the dynamidmgstructure determined by
moves, and the dynamic binding of the parent locatiéor upward communication makes
access control for BA more complex. In [Riely and Henness§9]9the type system for
Dp is extended to cope withartially typed networksin which some of the agents (and/or
locations) are untyped, hence untrusted: type safety fon setworks requires a form of
dynamic type checking. We discuss our plans towards su@mnsixin in Section 12.

Our approach is also related to the work by Hennessy and Rielyhe security p-
calculus[Hennessy and Riely 2002a], a variant of fiealculus in which processes are
syntactically de ned as running at a given security level.BA, instead, we assume that
the security levels are speci ed by types, and the clearasseciated with an ambient-
type represents the clearance of resources and the pram@ssned in ambients with that
ambient. Besides access control, in [Hennessy and Rielg&#l@Be authors also conduct
an analysis of information ow, and develop a type systent firavides static guarantees
of non-interferencede ned in terms of testing equivalence. Our current aceasgrol
type system does not provide such guarantees: it only entheestatic detection of access
violations, and of certain forms of implicit ows via hidderhannels. We investigate a-
type based analysis of information ow in Boxed Ambients ik@npanion paper [Crafa
et al. 2002], where we develop static type system for nonfiettence.

Our type systems for BA are clearly related to other work ontoal and data ow anal-
ysis [Bugliesi and Castagna 2001; Nielson et al. 1999; Wrelsnd Nielson 2000], and
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typing system for Mobile Ambients. In [Cardelli and Gordo®9Bb] types guarantees ab-
sence of type confusion for communications. The type systefijCardelli et al. 1999]
and [Zimmer 2000] provide control over ambients moves aneham. Furthermore, the
introduction ofgroup names [Cardelli et al. 2000] and the possibility of creatiresh
groups, give exible ways to statically prevent unwantedgagation of names. The pow-
erful type discipline for Safe Ambients, presented in [Land Sangiorgi 2000], adds ner
control over ambient interactions and removegadlve interferenceresulting from non-
deterministic choices between logically incompatibleemttions. All those approaches
are orthogonal to the access control issue we studied. Vievbahat similar typing dis-
ciplines as well as the use of group names, can be adaptedxedBmbients to obtain
similar strong results. A paper more directly related tosoisr[Dezani-Ciancaglini and
Salvo 2000], where ambient types were associated with aigetavel, having a crucial
role in secure interactions. The difference is that in [éZ2iancaglini and Salvo 2000]
the security checks are performed upon ambient opening aveésnwhile in our work we
focus on read and write operations.

A nal mention goes to Merro and Sassone's recent paper oreBaxmbients [Merro
and Sassone 2002], in which they provide BA with a novel andgrful type system that
combines a rich notion of value subtyping with mobility tgpeThe former is based on
read/write exchange types, the latter draws on the noti@mtfient groups from [Cardelli
et al. 2000]. In addition, they study the use of co-capaédiin BA as a means to express
explicit permission to access ambients. As noted by thecasithheir typing technique
appears orthogonal, hence fully compatible with our systémoded types. We have not
yet investigated the possibility of integrating the twotsys by incorporating our access
control types. Plan for future include work in that directio

12. CONCLUSIONS

We have presented BA, a novel ambient-based process caioulthich ambients cannot
be opened, and new primitives provide for a controlled forinvalue exchange across
ambient boundaries, between parent and child. The desigimeoalculus is motivated
by security concerns. Removing the capability ensures that the code of untrusted
agents will never mingle freely within trusted ambients &eece reduces the potential of
security threats. The new communication primitives, imfadlow more concise encodings
of several programming examples, while at the same timeigirgy more effective means
for access control. We have developed two semantics fordlmilus, and studied their
inter-relationships as well as their respective relatimsvith Mobile Ambients. Arguably,
the synchronous semantics is not adequate for distribudetpatations. Nevertheless, it
is useful as it motivates the design of the moded typing systdich, in turn, provides
insight into how the asynchronous reductions can be cordbivith a exible typing of
communication and ambient mobility.

We have complemented the de nition of the calculus with algtaf different type sys-
tems. In particular, we have developed a sound type systeatéass control in multilevel
security, that combines static guarantees of safety forge® interaction, with the static
detection of any malicious or accidental violations of theehded security policy.

There are several aspects relative to the type theory of Béjta computational properties
that deserve to be explored. We conclude our presentatiatidzyissing some of these
aspects below.
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12.1 Typing

As other ambient-based calculi, BA suffers from a certatklaf exibility in the typ-
ing of value exchange. In particular, the type of a boxed amibis the union of all of
the potential interactions that ambient may engage. Somesfof dynamic typing could
be appealed to address this limitation. On the other hanel,sbould notice that boxed
ambients have communication capabilities richer thandfambertised in their types. In
particular, a boxed ambient may use sub-ambients to haddntions of different types us-
ing downward communication. In fact, we have shown that olécan be encoded in the
calculus: in the implementation of a programming languaageld on BA, channels would
clearly need to be made primitive, as done in the Seal cad¢calnd its implementations
[Bryce and Vitek 2001].

A possible extension of our type system would be to enrichdimeent structure of
ambient types with a further component for downward comrmation. This would be
useful, for instance, to limit the power of an enclosing aanibion its sub-ambients. We
believe this to be a viable option, that could be incorpatateour type system with no
fundamental dif culty. On the other hand, this usage of typentrasts with our current
interpretation of ambient types as interfaces, which dbearvhat the context sees of an
ambient. In addition, an ambient can protect itself froneitslosing context by relying on
term-level constructs (by wrapping ambients or hidingithaimes).

A more serious limitation of the current access control tggetem of BA is that it
assumes a centralized form of typing, where all the compizneha system are type-
checked under the same “global' assumptions on the typeammés. We are currently
investigating two ways to overcome this limitation. Oneusioin is to rely on forms of
dynamic typing, as it is done in other type systems for Mofilafe) Ambients [Bugliesi
and Castagna 2001], and other calculi [Riely and Hennes89;19e Nicola et al. 2000].
Speci cally, as in [Bugliesi and Castagna 2001], the idetoisle ne a typed variant of
BA in which each ambient carries a type environment, to be ésestatic, andocal type
checking. To ensure type soundness, static typing mustite@omplemented by a form
of just-in-time type checking taking place an ambient cessa boundary, to ensure the
consistency of the local type assumptions of the moving hadarget ambients.

An alternative solution is to introduce new primitives, ed®n cryptography, to protect
trusted (i.e. typed) migrating agents against the untcusties they traverse, and to rely
on a type system that separates trusted and untrusted aadwhbitk allowing safe inter-
actions with untrusted sites. Work in this direction hasrbastiated in [Bugliesi et al.
2002]

12.2 Semantics and implementation

The implementation of BA poses some new interesting problédm one side, the absence
of simpli es the problem with respect to MA. In current implentations of Mobile
Ambients [Sangiorgi and A. 2001; Fournet et al. 2000], theropg of an ambient is a
rather complex operation that transforms the opened arhbiema forwarder for all the
synchronization requests from the ambient's parent anldieri. No such mechanism is
required for BA.

On the other side, the semantics of communication poses mplementation chal-
lenges, which result from the inherent nondeterminism ensyinchronization of the local
input/output operation in BA. In particular, with the cunteeductions (both synchronous
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and asynchronous), an outptM may nondeterministically synchronize with an input
from from the parent, or from a child, or from a (local) sildiprocess. This semantics
has a strong motivation in our design, namely it enforcesrttexpretation of anonymous
channels as resources locatesideambients: indeed, our very de nition of access control
relies on this interpretation.

One could devise different reductions, such as those debsbolv.

x" nM QR Px: M nQ R
MP" n x QR PnQx: M R

These reduction yield a semantics which is similar to thapaed in [Castagna et al. 2001]
for the Seal Calculus, and is based on the idea that each antbimes equipped with two
mutually non-interfering channels, respectively for lbaad upward communications. Hi-
erarchical communication, whose rules are shown abovadisated by a pair of distinct

constructors, simultaneously on input and output, so tbatammunication interference
is possible. The upward channel can be thought of as a gatestexeen parent and child,
located at the child's and traveling with it, and poses ndipalar implementation chal-

lenges.

One problem with adopting this semantics for BA, is that#ulés in a poorly expressive
calculus. For instance, it would not be possible to encoeéaim of message broadcasting
implemented by the followingterna ! M . Hereais as an “information site” which any
ambient can enter to get a copyMf(reading it from upward, after having enterad The
same protocol could hardly be expressed with the reductioven above, as they require
an ambient to know the names of its children in order to cominata with them. We can
recover expressiveness, as suggested in [Bugliesi et @2]2By introducing co-actions
of the form x having the effect of binding the name of an incoming ambierthe
variablex. Using this form of co-actions, we can program the inforimasite as follows:
al x M * | and have clients be coded@as a x P .

When it comes to access control, however, this encodingpislematic as it exchanges
the roles of readers and writers. In the initial example ithis client that reads from the
server; in its coding, it is the server that writes to themlieThus, while the new reduc-
tions would simplify the implementation, they would alsodermine our access control
framework.

A solution we are currently investigating is to adopt theratyonous semantics, as
de ned in Section 8, and implement it with reductions suchttasse displayed above.
A similar study has been conducted for the synchronous stesanf BA in the recent
paper [Bugliesi et al. 2002]. That paper provides a partéitson based on the use of a
(mixed) guarded-choice operator, which in turn requiresmpglex (cf. [Nestmann 2000])
form distributed consensus to capture the desired syn&tations. It appears that a more
satisfactory implementation is possible for the asynchumnsemantics of BA, as in that
we could rely on a more treatable form of choice, based on pmtinhoice operator. Our
plans of future research include work in that direction.
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A. TYPING RULES

We list the complete set of rules for the type systems desdrib Sections 5, 7, and 9.
In order to have a more compact set of rules, we Hiséo denote any of the exchanges

F F F, and us€F to denote eithefF or F. Similarly we use ?E F  to de-
note either EF or E F . The use of such shorthands make it possible
to express the rules of § 5, 8 7 as instances of the rules lsémlv: speci cally, the
type system of § 7 derives by erasing security levels andssat®des, and the system of
§ 5 from further erasing all rules that involve non-empty rasan the types, and moded
judgements.

A.1 Good Environments and Expressions

(EMPTY) (VAR) (NAME) (PROJECTION
G x DomG G n DomG GM W G
Gx:W Gn:W G M:W
(IN) (OurT)
G M:r EF s G E G M:s EF G F
G M:s G G M:r G
(PATH) (Out )
G M;:s E G My:s E G M:s EF
G M1 M;y:s E G M:r
(PoLY PATH) (PoLYCAP)
G Mp:r F G My:s E G M:s E
G M;iMy:s E G M:s E
A.2 Good Processes
(PREFIX) (PREFIX )
G M:s F G sP: EF G M:r G G sP: E F
G sMP: EF G sMP: E F
(PREFIX ) (PREFIX )
G M:s F G sP: E F G M:s F G sP: E F
G sMP: E F G sMP: E F
(PAR) (PAR )
G s P: EF G s Q: EF G ¢ P: E MF G s Q: E F
G P Q: EF G sP QQ P: EMF
(DEAD) (NEW) (REPL) (RePL)
G Gn:r EF sP:T G sP: EF G sP: EF
G s0:T G s nnir EF P:T G s!P: EF G s!P: EF
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(AmB) (SUBSUMPTION)
G a:s EF G s P: EF sTr GsP:T T T
G aP: F H G sP:T
(AmB )
G a:s EF G sP: E F sr
G ,aP : F H
(AmMB )
G a:s EF G sP: E F
G aP : G H

In the input rules below, we make the usual assumption th&t ifx;  xx thenW

Wy Wk, and we use the notatidh X : W as a shorthand fdB x1 : Wy X¢ : Wk.
(INPUT ) (OuTPUT )
GX:W sP: WF'F G MW G sP: W W °F
Gs SIWP:  W'F Gs M MP: W W, °F
(INPUTM)
GR:W ¢P: EMF G M:r WG sr

G s &:WMp:  EWF

(OuTPUTM)
G N:W G sP: EF G M:r Wy W G st
Gs N NMP: EFF
(INPUT ) (INPUT )
GX:W sP: FW GX:W sP: F W
G s XXW P: FW G s XIW P: F W
(OuTPUT )
G Mi:W G sP: F W, Wk
G s M Mg P: F Wy Wi
(OutpPuT )
G Mi:W G sP: F W Wk
G s M My P: F W Wi

For the asynchronous calculus we need two additional rolegrbcesses forms:

(ASYNCHOUTPUT)
G M:W

Gs M Mc: W W F
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(ASYNCHOUTPUTM)
G N:W G M:r Wy W, G sr

Gs N NM: E F

B. PROOFS OF SUBJECT REDUCTION AND TYPE SOUNDNESS

The existence of multiple typing rules for the same syntdctim causes a proliferation of
typing derivations for the same judgment. The following teenshows that we can focus
attention on derivations of more regular shape withoutrlggjenerality.

LEMMA TYPING OF PROCESSES

Ambients.AssumeG  a P :T. Then there exisE andF exchanges, and and
access modes, suchthat E F TandG (aP : E F is derivable from
the following assumptions, whek andK are arbitrary exchanges:

a; eitherG a:s HE ,andG ¢ P: HE and s

a orG a:s HE ,andG ¢ P: H E and s

az orG a:s H K andc ¢ P: H K

Parallel Composition.AssumeG s P Q:T. Then there exisH andE (exchanges)

and (access mode) such th@t s P Q: E’E  with E’E T, and
the last judgment is derivable from the following assumpsio

cp ifT HE thenG s P:TandG sQ:T

c ifT H E then eitheiG ¢ P: H E andG s Q: H E ,
orG s P: H E andG s Q: H E

c3 ifT H E then eithelG ¢ P: H E andG s Q: H E ,

orG 5 P: H E G sQ: H E ,
orelseG ¢ P: HE andG 5 Q: HE

Pre x. AssumeG s M P:T. Then there exisH andE exchanges, and access
mode suchtha® sMP: H’E with H'E T, and the last judgment
is derivable from the following assumptions, whésds any exchange, is any access
mode, and any security level:

pp ifT HE thenG M:s E andG ¢ P:T

p2 if H E TthenG M:r G andG s P: H E ,
orG M:s E andG 5 Q: H E

Input. AssumeG s X:W hp:T. Thenthere exisE, F, G, ,andr such that:

ip ifh  thenGX:W P: W?’E T

ip ifh MthenGX:W sP: EMF T,G M:r WG , and
sr .

i ifh thenGX:W ¢ P: EW T,

orGX:W ¢ P: E W T, with
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Output. AssumeG s M; My "P:T. Thenthere exisE, F, G, W, W, ,and
r such that:

op ifh thenG ¢P: W W, 7E TandG M;:W.

o, ifh NthenG sP: EVF T,G N:r W, WG ,and
G M :W, with ST

o3 ifh thenG s P: E W, Wk T,

orG ¢ P: E W Wi T,withG M;:W and

PROOF We need to show that we have captured all the possible cases.

Ambients.The judgmenG ; a P : T must have been derived by an application of one
of the (AmB) rules followed by any number of subsumption steps. An inpa of the
typing rules for ambients proves the claim.

Parallel Composition.The rst part of is obvious, the second part is proved as fefio

c. T HE covers two casest H E orT H E . In
the rstcase,G s P Q:T must be derived by @R ) fromG ¢ P: H E
andG s Q: H E ,withH H, followed by one or more subsumption steps.

ThusG s P: H E andG s Q: H E are also derivable, and from these
judgments one derivesti@ s P Q: H E by (PaR ).

In the second cas& s P Q: T must have been derived either from the judgements
G sP: H E andG 5 Q: H E by (PAR ) followed by subsumption
(withH  H), or fromthe judgements s P: H E andG s Q: HE |,
by (PaR) again followed by subsumption. In both casess P: HE andG s Q:

HE are derivable. From these judgments one derlveg P Q: HE
by (PaR).

C2 . G s P Q:T may have been derived fro@ s P Q: H E ,bysub-
sumptionwithH  H,andwithands s P Q: H E derived by (RR ) from
G s P: H E andG 5 Q: H E . From the last two judgments, by
subsumption, one derivés s P: H E andG s Q: H E , from which
G s P Q:Tderives by (RR ).

The only other possibility isthad s P Q: T has been derived by AR ) from the
judgementss s P: H E andG 5 Q: H E , or from the judgements
G s P: H E andG s Q: H E (with H  H) followed by one or
more subsumption steps. As in the previous cases, the prthafvé by observing that the
subsumption steps can be permuted up to the premises ofakRe {Rule.

c3. G s P Q:T may have been derived frod s P: H E andG s Q:
H E by (PaR), forH H, followed by one or more subsumption steps. From
these two judgments, by subsumption one deri@es; P : HE andG s Q:
H E . Thenthe desired judgment derives by g followed by subsumption.
Otherwise,G s P Q: T must have been derived byAR u ) from the
judgement$s ¢ P: H YE andG s Q: H E , or from the judgements
G s P: H E andG 50Q: H HE ,withH H, followed by one or more
subsumption steps. In all these cases, by subsumptioneoivesic ¢ P: H E
andG 5 Q: H E ,orG s P: H E andG §Q: H E . The
the judgemenG s P Q: H E derives by (RR ).
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Pre x:.. The rst part of the claim is obvious. For the second partt observe that the

rules for pre xes never derive types oftheform H E . Then, the proof follows by
an inspection of the typing rules for pre xes and by obsegvihat any subsumption step
based on a subtyping relation of the form H E HE permutes with

each of the pre x rules.

Input/Output:. By an inspection of the typing rulesJ
A second lemma proves a useful property of upward silentgsses.

LEMMA UPWARD SILENT PROCESSESIf G s P: E H is derivable with
H ,thenG ¢ P: E H
PROOF By induction on the derivationd® ¢ P: E H , and observing tha&

may not have either of the form&: W Qand M; M Q.

LEMMA  MOVES PRESERVETYPES If G ra bP Q bR :Tisderivable,
thensoisG (baP Q R :T.

PrROOF By Lemma B.1, the judgment in the hypothesis must have beédwed from

G bR : E F andG ra bP Q : E F , for suitableE andF
exchanges and access mode such that E F T . We rst show thatG .
baP Q R : E F is derivable.
The proof is a case analysis of the possible types of theeuhstofa bP Q and
b R, guided by Lemma B.1. Fro® ; bR : E F , weknowthatG b:
t I'L  andG {R: I °L  for any exchange typk, and suitabld, L and
.Nowwe lookata bP Q and the possible types of its components, as informed by
LemmaB.1, and showth& (aP Q : 1 J for everyJ.
By LemmaB.1l,we ndE EsuchthatG ;a bP Q : E F is derivable

by any of the sets of assumptions de ned by casas — as . We next consider those
cases.

a; InthiscaseG a:s HE ,andG s bP Q: HE (in fact, we
alsohave s r , butwe may disregard this hypothesis, as it follows by theopr
below). LetT HE :by ¢ weknowthalG ¢ bP:TandG sQ:T,and
by p: thatG b:s E andG s P:T. From the former judgment and from
G b:t ?1J , aninspection of the ruley) showsthaE land st
FromG s P: T and fromG s Q:T,one hasG s P Q:T by (PAR). From the

last judgmentand fro® a:s HE and st ,by(AwmMB), one derives
G (aP Q : E J . ThenG (aP Q : I J by subsumption, as
desired.

a Inthiscasés a:s HE andG s bP Q: H E . By Lemma
B.1 we can assumeth&® s bP Q: H E derives from the three sets of
assumptions de ned by case; , which we consider below.

cz1 G s bP: H E andG 5 Q: H E . FromG s bP:

H E , by p1 we haveG s P: H E andG b:s E .
From the last judgment, and the typingloén inspection of the rulax) shows that
E land st . FromG ¢ P: H E andG s Q: H E
onederive$s s P Q: H E by (PAR ). From the last judgment and from
G a:s HE and st ,onederivesc {aP Q : E J
by (AmMB ). Now,G saP Q : I J derives by subsumption.
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czo G s bP: H E andG 5 Q: H E . By Lemma B.1, we
may assumethds s bP: H E has been derived from the two sets of
assumptions de ned by casp, . First observe that for all exchangEsand access
modes , G b:s F  impliesG b:s F . Then we can reason
as follows.
In p21, one hasG b:s G andG s P: H E , with no con-
straint on the relationship between the exchan@esnd E , the access modes

and , and the security levels ands. FromG ¢ P: H E andG ¢
Q: H E ,one hasG s P Q: H E by (PAR ). Then,G
aP Q: I J derives directly by (B ) fromG s P Q: H E

andG a:s HE .
In p22 one hass b:s E andG s P: H E . From the former

judgment, an inspection of the rulen] showsthaE | and st . From
G s P: H E and fromG < Q: H E , one derivesc s P Q:
H E by (PAR ),andtherG {aP Q : I J by (AMB ), which

is applicable since st , followed by subsumption.

czz3 G s DbP: HE andG s Q: HE . This case is similar to
the casea; proved above, with the difference that naws a pilot ambient. Rea-
soning as in that case, one derivéss P Q: HE ,and therG s P Q:
H E by subsumption,foE  land st . Now, from the lastjudg-
ment and fromG a:s HE and st we deriveG {aP Q :
E J by (AmB ) and then, by subsumptidd {a P Q : I J
az InthiscaseG a:s H K andG s bP Q: H K .BylLemma
B.1 we can assumeth&® s bP Q: H K has been derived from the two
pairs of assumptions de ned by case , which we consider below.
c21 G s bP: H K andG sQ: H K .By p1 weknowthaG
b:s K andG ¢ P: H K . Now, fromG sP: H K and
G sQ: H K onederive&s P Q: H K by (PAR ). Now, from
the lastjudgmentan@ a: H K ,onederive& (aP Q : I J
directly by (AMB ).
co G s bP: H K andG 5 Q: H K . The proof further splits
in the two subcases de ned by, and proceeds as in casez» above, withE
replaced byK.

From the previous analysis we ha® aP Q : I J for any J. From the
hypothesis, we had inferred th@t ; R: | °L , fora suitableL. Choosingd L,
by the appropriate (&R ?) rule, we then deriv& R aP Q : I L . From

the last judgment and fro® b:t 1L we concludeG bR aP Q
E F using the appropriate (M8 ?) rule (the same rule used in the derivation of
G (bR : EF ) O

LEMMA MOVES PRESERVE TYPESIf G ab aP Q R :Tisderivable,
thensoisG bP Q aR :T.

PrROOF By Lemma B.1, there exidE F exchanges, and access mode such that
E F T and the judgment in the hypothesis must have been derived@o,
ab aP Q R : E F . ThisimpliesthaG ; aR : E F is also
derivable. To prove the lemma, we thus need to showGhatb P Q : E F
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We distinguish two cases, depending on the type,afamely:G a:t lE
orG a:t I K for some exchangdsandK, security levelt and access mode

(note that Lemma B.1 ensures tiiatan be chosen so thathas the indicated types).
For each of the two cases, we looklat aP Q Rand at the possible types of its
components, as informed by Lemma B.1.

CaseG a:t l'E .FromG ;ab aP Q R: E F ,bylLem-
maB.1l(a; and ap )itfollowsthat tr andG b aP Q R: | FE
for anyl, andu either absent or equal to.
Now, by two applications of Lemma B.1 (to the parallel conipos, and then to the
process in ambient form), it follows that there exists | suchthatG b aP Q :
H E s derivable by any of the three sets of assumptions de neddsgsa; —
az . We consider those cases below.

a; Inthiscasec b:s LH ,andG ¢ aP Q:TwithT LH
and st . By ¢1 we know thatG ¢ aP:TandG s Q:T. Fromthe rst
judgment, by p; , one hasG a:s H andG s P:T. An inspection of
the typing rules shows th& a:s H must have been derived by the rule
(OuT). Then the typing ofiis, in fact,G a:t H E ,andfurthermoréed E
and . Since s stable, by assumption, from t r and we have

tr : this, together with s t ,implies sr . Now, fromG s P:T

andG s Q:TonehasG s P Q:T by (PR), and from this judgment and from
G b:s LH onederive$s b P Q : H F by (AmB).
ThenG b P Q : E F derives by subsumption, given thdt E.

a InthiscaseG b:s LH andG g aP Q: L H , with
st . By Lemma B.1 we can assume that ¢ aP Q: L H
derives from one of the three sets of assumptions de ned B¢ g . We consider
these cases below.
cz1 G s aP: L H andG s Q: L H . FromG ¢ aP:
L H , by p1 we haveG s P: L H andG a:s H ,
with the last judgment derived by the ruleT). Thus the typing oA must beG a:
t | E ,and moreoveH E and . Reasoning as in case; above,
it followsthat s r . FromG s P: L H andG s Q: L H
one derive$s s P Q: L H by (PAR ). From the last judgment and from
G b:s LH ,onederiveshy (&4 )G (bP Q : H J for
anyJ and thus, in particular, fo8 F. Now,G b P Q : E F derives
by subsumption,ad E.

czo G ¢ aP: L H andG 5 Q: L H . By Lemma B.1, we

may assume th& ¢ aP: L H has been derived from the two pairs of
assumptions de ned by casp; .

In p21, one hasG a:s G andG s P: L H , with G any
exchange, any access mode, agdcany security level. Frons s P: L H

and FromG 5 Q: L H onederive$s s P Q: L H by (PAR ).

Then,we derivé&s (b P Q : E F directly by (AmB ).

In p22,0nehass a:s H andG s P: L H .

If the typing ofais G a:t I E ,thenG a:s H must have
been derived fronG a:s H , which implies thaH E and
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Reasoning as in case, , it follows again that s r . Then, fromG ¢ P:
L H andG 5 Q: L H one derivesG ¢ P Q: L H

by (PAR ). From this last judgmentand fro@ b:s LH , one derives

G bP Q :E F by(AMB )andsubsumptionwithl E.

Instead, if the typing ohisG a:s HE thenG a:s H

impliesH . But then, from the hypothesis s P: L H , by Lemma

B.2, it follows that alsoG ¢ P : L H is derivable. TherG s P Q:
L H is derivable by (RR ). NowG (b P Q : H F derives

by (AMB ),andG b P Q : E F by subsumption.

czz3 G aP: LH andG s Q: LH . This case has the same
hypothesis as the case, above, save thdttis typed as a pilot ambient. Reasoning as
inthat case, one derivé& s P Q: LH ,andtherG P Q: L H
by subsumption, withtH  E. The proof proceeds as im; : only, it uses (Mg )
instead of (AvB).

az Inthiscase€s b:s L K andG ¢ aP Q: L K . By Lemma

B.1 we can assume th& ¢ aP Q: L K has been derived from any of

the two sets of assumptions de ned by casg, which we consider below.

c21 G s aP: L K andG s Q: L K .By p1 weknow that
G s P: L K . FromG s P: L K andG 5 Q: L K one
derivesG s P Q: L K by (PAR ). From the last judgment and from
G b:s L K ,onederive$s b P Q : E F directly by (AmB

).

Cro G ¢ aP: L K andG s Q: L K . The proof further splits
in the two subcases de ned by, and proceeds as in casez, above, withH
replaced byK.

CaseG a:t I K . FromG rab aP Q R: E F ,byLem-
ma B.1 a; and a, , and thenc; — c3, it follows that there existsél | such that
G b aP Q : H K is derivable by any of the three sets of assumptions

de ned by casesa; — a3 . We consider those cases below: as we shall see, most of them
are vacuous, given the typing afas a pilot ambient.

a; InthiscaseG b:s LH andG ¢ aP Q: LH . This is
one of the vacuous cases. To see that, noteGhat aP Q: LH im-
plies, by c¢; and p1, thatG a:s H is derivable. An inspection of
the typing rules shows that this is not possible, as we anently assuming thaG
a:s H K, and hence the only derivable judgments for a are of the form
G a:s for some mode .

a, Inthiscase&s b:s LH andG ¢ aP Q: L H . ByLemma
B.1 we can assume thét o aP Q: L H derives from any of the three
sets of assumptions de ned by casg . We consider these cases below.

In case c31 one hasG ¢ aP: L H andG s Q: L H . this is
another vacuous case, for the reason given above. Simit@be c33 is vacuous as
G s aP: LH andG 5 Q: LH .

Incasec3zy ,G ¢ abP: L H andG s Q: L H . By Lemma
B.1, we may assume th&t ¢ aP: L H has been derived from one of the
two pairs of assumptions de ned by cag® .
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In p21, one hasG a.s G andG s P: L H , foranyG, ,
ands. FromG ¢ P: L H and fromG 5 Q: L H one deriveG ¢
P Q: L H by (PAR ). Then,G b P Q : E F derives directly
by (AmB ).

In p22, one hasG a:s H andG s P: L H . The typing
of aandG a:s H imply thatH . But then, from the hypothesis

G s P: L H , by Lemma B.2, it follows that als@ s P: L H is
derivable. Now,G s P Q: L H is derivable by (RR ), and thenG

bP Q : E F directly by (AmB ).
az InthiscaseG b:s LJ andG g aP Q: L J . By Lemma
B.1 we can assume thé&t o aP Q: L J . has been derived from one of

the two pairs of assumptions de ned by casg . Case ¢, is vacuous, as it implies
G s aPkP: L J andG 5 Q: LJ .

Incasecys ,G ¢ aP: L J andG 5 Q: L J . The proof further
splits into the two subcases de ned by, , namely: i G a:s G and
G sP: LJ ,andii G a:s J andG s P: L J .lIn
the rst subcase, the claim follows as in cag®,1 above, by a nal application of
(AMB ). In the second] and the claim follows asin caspy2 . O

LEMMA TYPE ENVIRONMENTS. LetG ?U :Z denote any of the judgmen® M :
W,G M:WorG P:T.

Q) If G thenG foreveryG G

(2) If G ?U:ZthenG

() If Gx:WG ?U:Zandx fnU thenGG ?U:Z
(4 If G ’U:ZandGG thenGG ?U:Z

PrROOF By induction on the derivation of the rst judgments in eaufithe hypotheses.
LEMMA SUBSTITUTION.

(1) Assumes x;:Wy W G “M:W. ForallN; Ngif i 1 k GG N:W,
thenGG M x: N W.

(2) AssumeG x1:Wp XxWk G sP:T.ForallN; N, if i 1 k GG N;:
W,thenGG P x: N :T.

PrRoOOF The proofis by induction on the derivations of rst judgntsein the hypotheses
and a case analysis on the last applied rule. Most casesvfdilectly by the induction
hypothesis: we give a proof of the representative cases.

(1) (Projection) The hypothesis i x1:W W G y:W. We have two cases
to consider. Ify X for somei 1 k, then it must be the case that W
and the claim follows from the hypothessG N :W. Ify xg Xk , from
G x1:Wy W G y:W,bylLemmaB.5.3we hav@ G y:W. This concludes
the proofsince sincg y x: N .

(In) The hypothesis i€ x;:Wy xW G M:s G , derived from the
judgmentG x1:Wy WG M:r °FE withG Fand s

By the induction hypothesis it follows th&@ G M x: N, :r °FE
Then, the desired judgment derives by an application ofdlke(iN).
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(2) (Pre x) The hypothesis i& x1:W, W G sMP: E F ,derived from
Gx1:W X WG M:s F and fromG x; : Wy X W G s P:

E F . By the induction hypothesilc G M x: N :s F and
GG sPx: N : EF are both derivable. Then, the judgem&G
MXx: N Px: N : EF derives by (REFIX).

(New)The hypothesis i€ xgy:Wy  x<Wk G s nyir EF P: T, derived
from GxgW,  xW G yir EF s P: T. By Lemma B.5.2, we have
GxaWi  xcW G yir EF ,hencethay x1 % . By thein-
duction hypothesis we have th&G y:r EF sPXx: N :T. Now,
from the last judgment, by (Ew), one derive$&s G s nyir EF P x:

Ni :T. This is the judgment we wished to derive,yas x; Xn implies that
ny:r EF Px: N ny:r EF P x: N .

(Output N) The judgement in the hypothesis Gx1:Wy WG s MNp:
T. By Lemma B.1.0, there existE, F, G, W, , andr such that the judge-
mentsG x;:-Wyp XxWe G N:r WG , G X1:Wp XxWe G M:W,
andG x;:W, W G sP: E MF T arederivableand s r holds
true. By the induction hypothes8G N x: N :r WG ,andGG
Mx: N :WandGG P x: N : E HMF are all derivable. Then,
by (OuTtPuT N) and subsumption one derives the desired judgn®e@ M X; :

Ng NX Npx: N :T.

LEMMA SYNCHRONOUS EXCHANGE PRESERVES TYPES

Q) G s x1: W X Wk P My Mg Q:T,thenG sPx: My Q:T
(2) IfG s x1:W XkZV\&nP n Mz M Q R :T,
thenG sPx: Mi nQ R :T
(3) IfG s Mz McP n x¢:W X W Q R T,
thenG sP nQx: Mj R :T
4 fG s My M "P n Xi:W X:WQ R T,
thenG sP nQx: Mj R :T

B) fG s x1:W Xk W P n M M¢ Q R :T,
thenG sPx: Mi nQ R :T

PROOF We only give three cases as representative: 1 (local exeha (downward
input) and 5 (upward output). The remaining cases are hdrsitheilarly.

1.. By repeated applications of Lemma B.1 (on the parallel casitjpm, and then on
the component processes), it follows tiat Wi W ’F , for some access

, and exchange typ#. The judgment in the hypothesis must have been derived from
Gxy:Wi  x:Wk sP: W W 2F , fromG s M :W (i 1 k) and
fromG s Q: Wi W 2F by a rule PAR ?,) whereh is either 1 or 2. From
the rst two judgments, by Lemma B.6, we know that s P x: M; : Wi
W,2F .ThenG sPx: M, Q: W W ’F  derives directly by the
given (PAR %) rule.

2.. The judgment in the hypothesis must have been derived frenuttigement§
X1t Wy X:We"P: T andG sn M; M Q R : T for appropriateT and
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T . Let X be the (partial) derivation from these two judgments to thégment in the
hypothesis.
FromG ¢ x1:W Xk : W "P: T, by Lemma B.1i, and subsumption, we know

thatGx; ;Wi x Wk sP:T,andG n:r Wy W, E  forsomeE,r
and (wealsoknowthat s r ,butthisisonly usefulinthe proof of type soundness,
not here). We take the case whén n:r Wy Wk E as representative: the

remaining cases are similar, as the reasoning only depentlseedocal exchanges of the
processes involved in the reduction.

FromG sn M; McQ R :T andG n:r Wi Wi E , by Lem-
ma B.1, we know that r s , and there must exi$t suchthat E F T,
andG s n M; M Q R : E F derives fromG ; My M Q R:

Wy W E . From the last judgment, by Lemma B.ds , we know that
G rR: Wi W E andG ; M Mg Q: Wi WE .
From the last judgment, by LemmaB.4; ,G M; : W, and (by subsumption) al$e
Q: Wy W E . From this judgment an® | R: Wi W E
we then deriveG ; Q R: Wy Wi E by (PAR). From the last judg-
ment, fromG n:r Wi W E and r s onederive& snQ R :
E F by (AMmB), andtherG sn Q R :T by subsumption.

FromG M;:W andG x; : W, Xk : Wk s P: T which we had derived above, by
LemmaB.6G sP x: M :T.Finally,fromG sP x: M; :T andG snQ R :

T ,thejudgmenG sP xi: Mi nQ R :Tderives by the same steps useXin

5.. The judgment in the hypothesis must have been derived frenutfigement& ¢
X1 : Wy X<:Wk P:T,andG sn M; My Q R :T forsuitableT andT . Let
X be the (partial) derivation from these two judgments to tidgjment in the hypothesis
From the rst judgment, by Lemma B.1; , there existE such that W
W ’E T andGxg: Wy Wk sP: W W ’E .
FromG sn Mg My Q R :T and the judgment we just derived, by Lemma
B.1.a; — a3, there existH W Wi suchthat H E T andG ¢
n My M Q R : H E is derived from either of the sets of hypotheses
de ned by the casesa; and a, . The caseaz may be dispensed with, as it im-
plies that a derivation exists for the judgmest s M; M Q R: I K
(for somel, K and ), while such derivation does not exist: if the judgment iresion
were derivable, then by Lemma B.&; , eitherG s M; Mg Q: I K or
G s M My Q: I K ,would be derivable, contradicting Lemma Bd,, .
The casesa; and ap are similar: we prove the second, which is more complex,
and leave the rst to the reader. The hypotheses@ren:r | H andG
M1 M Q R: I H . From the last judgment, by Lemma B.ds (and
the reasoning we just made about caag), it follows thatG , M; M Q:T is
derivable withT such that | H T . This, by Lemma B.1o3 implies that
H . from this, sinceH W, W, it follows thatH W, Wk. Lemma
B.1. 03 appliedtoG ; M; Mk Q:T alsoimpliesG M;:WandG ; Q:T . Then
G Q R: I H derives by the same steps that deriGd M, My Q R:
I H fromG ; Mz Mg Q:T.
Now fromG M; : W and fromG x1 : W, X W P Wi W ’E ,
which we had derived above, by Lemma B.6, we h@ve, P X : M; : Wy
W ’E ,andthenG s P x: M; : T bysubsumption. We are ready to conclude:
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fromG n:r I H andG ; Q R: I H we deriveG snQ R :
H E ,andtherG sn Q R :T .Fromthelastjudgmentand fro® s P X;:
M :T,onederive&s sP x: Mi nQ R :Thythestepsusedid, O

LEMMA ASYNCHRONOUS EXCHANGE PRESERVES TYPES

Q) G s x1:W X W P Mq Mg :T,thenG P x: M; :T
2) G s x1:W X< Wk "P n My My Q :T,

thenG sPx: Mi nQ :T
B IfG s M M n xi:Wq Wk P Q T,

thenG snPx: M Q :T

(4) IfG sPn M Mg QR :TthenG sP M; M nQ R :T
(5) IfG s Mi M" nQ :TthenG sn My My Q :T

PrROOF The cases 1, 2 and 3 follow by the corresponding cases of leeBun, by
i choosing0 as the continuation of the output process, aiid observing thatG ¢
My M :TifandonlyifG ¢ Mg Mk O: T. In case 4 the proof is similar to
the corresponding case of Lemma B.7 (in fact, the proof igplm and follows without
appealing to Lemma B.6). Case 5 is left to the reader.

LEMMA SUBJECTCONGRUENCE

Q) fG sP:TandP QthenG sQ:T.
(2) fG sP:TandQ PthenG sQ:T.

PROOF By simultaneous induction on the depths of the derivatadis QandQ P.

Q) fG gP:TandP QthenG sQ:T.

(Struct Re ) The hypothesis i® P, and the proof follows directly from the as-
sumptionG s P: T.
(Struct Symm) ThenP  Q derives fromQ P. G ¢ Q: T follows by induction
hypothesig2).
(Struct Trans) ThenP  Q derives fromP RandR Q for someR. FromP R
andG ¢ P: T, by induction hypothesi€l) G s R: T. From the last judgment, and
fromR Q, again by induction hypothegi$)G s Q: T.
(Struct Par Assoc)We prove this case as representativg$truct Par Dead) and
(Struct Par Comm). The hypotheses sP Q R:TandP Q R PQ R
By Lemma B.1, there exi§f andF suchthat E °F TandG sP Q R:

E °F . Also, we may safely focus on derivations from the assunmgtite ned
by casesc; —c3 .
c1. T E F :Bytwo furtherapplications of LemmaB.L; , we know that
the judgmentin the hypothesisis derivable fréms P: T,G s Q: TandG sR:T.
Thenthe judgmen® s P Q R :T follows by two applications of (BR).
. T E F . By two applications of Lemma B.Ik, , we can focus on
the following cases:

-G sP: EF ,GsQ: E F andG s R: E F . Toderive
the judgmenG ¢ P Q R:T,apply (RR ) twice and then subsumption.
-G ¢P: E F ,G;sQ: E F andG g R: E F .Asabove,

apply (RR ) twice and then subsumption.
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-G s P: EF ,G;sQ: E F andG s R: E F . Apply
(PAR ) andthen (RrR ), followed by subsumption.

cg. T E F . The proof is similar to the previous case, with more sub-

cases to consider, but no further dif culty.

(Struct Res Dead)The hypothesis isnxW 0 0. The judgmenG ¢ nxW 0: T

must have been derived fro&xW sO0:T,forT T (andW s EF

forsomeE Fand ). ThusGxW  andhence LemmaB.1.3andB.1.2yi€d

The judgmenG s 0: T derives now by ([ZAD).

(Struct Res Res)The hypothesis isnxW nyW P nyW nxW P, andG s
nxW ny:W P:T musthave beenderived fro&ixW y:W sP:T ,withT T.
From the last judgment, by two applications of the rule@, followed by subsump-

tion, we deriveG s nyW nxW P:T as desired.
(Struct Res Par)The hypothesisisnxW P Q P nxW Qwithx fn P . The
judgmentG s nxW P Q :T musthave been derived fro®xW s P Q : T
withT  T. The last judgment, in turn, must have been derived f@rRIW s P: T
andG xW ¢ Q:T forsuitableT andT . Fromthe rstof the two judgments, by the
Lemma B.5.3 one deduc& s P: T . From the second, by (8w) G s nxW Q:
T .NowG s P nxW Q:T by the suitable rule for parallel composition.
(Struct Res Amb) The hypothesisisnxW M P M nxW P withx fnM.
The judgmentG s nxXW M P : T must be derived fronGxW  P: T, for a
suitableT , and fromGxW M :r EF . LetX be the typing derivation
from these two judgments to the judgment in the hypothesieeX fn M , Lemma
B.1.3 applied to the rst judgment implies th& M :r EF . From the
second judgmers  nxW P: T derives by (NW). NowG ¢ M nxW P T
derives by the same steps usedin
(Struct Path Assoc)The hypothesesartd M P M M P andG ¢ MM P:
T. We have to distinguish two cases depending on the Ty informed by Lemma
B.1:
p1. T EF :inthiscasegG sP:TandG MM :s F . Thelast
judgment must have been derived fr@n M : s F andG M :s F
by the rule (RTH). Then, by two applications of {EFIX), we have thaiG
M M P :Tisderivable, as desired.
p2. T E F orT E F . We have the following subcases:
-G MM :r G andG s P: E F . The rstjudgment must have
been derived by (BLYPATH) fromG M :t H ,forsomeH, ,andt,and
fromG M :r G . ThenG sM M P : E F derives by two
applications of (REFIX ).
-G MM :s F andG s P: E F . The rstjudgment must have
been derived by (BLYPATH) fromG M :r H andG M :s F

ThenG sM M P : E F derives by (REFIX ) and (RREFIX ).
A nal subsumption step derive8 sM M P : E F ,inbothcases.
(Struct Repl) The hypothesisis®? P !P. The judgmenG s !'P: T musthave been
derivedfromG sP:T withT EF T.IfT EF , one derives
G s !P:T by(RepL) andtherG s P !P:T by (PAR) followed by subsumption. If
T E F ,onederive$s s !P:T by (REPL )andtherG ¢ P IP:T by

(PAR ) followed by subsumption.
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(Struct Cong Par) The hypothesisi® R Q RderivedfromP Q. The judgment
G s P R:T must have been derived fro@ s P: T andG ¢ R: T for suitable
T andT . Let X the partial derivation from these two judgmentsGos P R: T.
By the induction hypothesid)onP Q,onehass s Q:T. ThenG s Q R:T
derives by the same steps usedin

The remaining congruence cases, nanf8tyuct Cong Action), (Struct Cong Agent
), (Struct Cong Input), (Struct Cong Output), (Struct Cong New), (Struct Cong
Repl) are all proved similarly to the previous case.

(2) fG sP:TandQ PthenG sQ:T.
The proof follows by the same analysis of case 1. In d&rict Symm), we use
the induction hypothesi€l), in place of(2). In all the remaining cases, we use the
induction hypothesi€) in place of(1). The only nontrivial cases afStruct Par As-
soc) which is symmetric to the corresponding subcase of 1(8tdict Path Assoc)
which we give below.
(Struct Path Assoc)The hypothesesald M P MM PandG sM M P :
T. We have to distinguish two cases depending on the Ty informed by Lemma
B.1:
p1. T EF :inthiscaseG M:s F andG s M P:T. By
Lemma B.1.p; , applied to the judgmens s M P: T, it follows thatG M :
S F andG s P:T. ThenG MM :s F derives from (RTH), and
G s MM P:T by (PREFIX).
p2. T E F orT E F . We have two sub-cases.
In the rst sub-case, onehdd M:r G andG M P: E F .By
Lemma B.1.p; , applied to the judgmer® ¢ M P: E F it follows that
eitherG M :t H andG ¢ P: EF ,ooG M:s F and
G sP: E F . Inthe rst case apply (BLYPATH) to deriveG MM :
t H , and then (REFIX ). In the second case, apply@PrPATH) to derive
G MM :s F ,andthen (REFIX ).
In the second sub-casB, M :s F andG s M P: E F ,andthe
proof is similar to the one just given.

LEMMA SUBJECTCONGRUENCE THE ASYNCHRONOUS CASE Take h . Then,
G MPMP:TifandonlyifG MM P:T, where both judgements are derived in
the system of Section 7.

PrROOF The proof follows almost directly by an inspection of theityg rules.

THEOREM TYPE PRESERVATION FOR SYNCHRONOUS REDUCTIONIfG ¢P: T and
P QthenG s Q:T.

PROOF By induction on the derivation d? Q. The cases of top-level reduction
follow by Lemmas B.3, B.4 and B.7. The inductive cases folthwectly by the induction
hypothesis, with an additional appeal to Lemma B.9 for treeea reduction via structural
congruence. O

THEOREM TYPE PRESERVATION FOR TAGGED ASYNCHRONOUS REDUCTION
Given a type environmer@, say that a security assignmagits G-consistentf and only
if forall x domG,Gx s ? impliesgx s. Now assumethas s P:T.
Then for everyG-consistent assignmegtand proces) such thatP sg Q, we have
G sQ:T.
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PROOF By induction on the derivation d? sg Q. The cases of top-level move
reductions follow by Lemmas B.3, B.4. The cases of commuiuindollows by Lemma
B.8. As for the inductive steps, the proof if guided by thelative cases of de nition of
the tagged reduction (cf. Section 9.1):

— case (RR) follows by the inductive hypothesis and an applicationtd aippropriate
(PAR ?) rule

— case ($Rrucr) follows by the induction hypothesis and Lemma B.9.

— case (M:w) follows again by the induction hypothesis, as the side @@rdto the rule
guarantees that the assignmgnn: r is Gn:A -consistent.

— case (AB) also follows by the induction hypothesis, @being G-consistent implies
thatG sa P :T dependso&G 4, P:T forasuitabler .

THEOREM TYPE SOUNDNESS If G 5 P: T, then for everyG-consistent security as-
signment, and proce§¥such thaP sg Q we haveQ sg

PROOF We rst show thatP sg - toshow that, itis more convenientto prove
the contrapositive, namely thBat sg impliesG sP:T. The proof proceeds by
induction on the derivation d® sg

— For the basis of induction, we assume, for the purpose dfadiction, that? sg
andG s P:T. Then we have four possible cases: we give the proof of the cas

(ERR OUTPUT ) as representative.
In this case, the redex has the fofmn n M Q R and the reduction to implies
that gnh s . Sincegis Gcompatible, it must be the case tiat g n 7
for suitable types and access modes. From our hypoti&esisP n M Q R : T
by repeated applications of LemmaB.1, it follows that theivd¢ion depends on the
side-condition gn s to the (AmB) or the (AvB ) rule yielding the sought
contradiction (that the judgment is derived by either oftheules, and not by (8 )
follows by the same reasoning as in case 5 of Lemma B.7).

— For the inductive steps we have to consider several caéés. | g by (ERR
STRUCT), then there exist® such thatt Q andQ sg . By the induction
hypothesis, this implie& sQ: T, and then proof follows by Lemma B.9. The cases
in which P sg by any of the contextual reductions follow directly by the
induction hypothesis, noting that a process term is wedktyif and only if so are all of
its sub-terms.

The proof of the theorem follows now by subject reductionor®IG s P: T and from
P s g Q,byTheoremB.12 we knowth& s Q: T, and we have just proved that
this implies thaQQ sg



